10/09/2017

Cybersecurity Incident & Important Consumer Information | Equifax

Return to equifax.com
To enroll in complimentary identity theft protection and credit file monitoring, click here.

Cybersecurity Incident & Important Consumer Information
Home
Consumer Notice
FAQs
Potential Impact
Enroll
TrustedID Premier
Contact Us

A Progress Update for Consumers
September 8, 2017
We understand that some consumers are experiencing difficulties getting the answers and support they need through our website and call center. Ramping up the
website and call center to handle the anticipated volume is ongoing and we are focused on making improvements as quickly as possible. We apologize for any
inconvenience this process has created.
Thus far today, we’ve made the following adjustments:
1). YOU CAN DETERMINE YOUR STATUS IMMEDIATELY
Some consumers who visited the website soon after its launch failed to receive confirmation clarifying whether or not they were potentially impacted. That issue
is now resolved, and we encourage those consumers to revisit the site to receive a response that clarifies their status.
2). NO WAIVER OF RIGHTS FOR THIS CYBER SECURITY INCIDENT
In response to consumer inquiries, we have made it clear that the arbitration clause and class action waiver included in the Equifax and TrustedID Premier terms
of use does not apply to this cybersecurity incident.
3). EXPANDED OUR CALL CENTER
We have tripled our call center team to over 2000 agents and continue to add agents.
https://www.equifaxsecurity2017.com/
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Our goal is to make this process as convenient and consistent as possible. We will continue to identify steps to improve this process.
And we will continue as well to listen to your comments and suggestions.

Equifax Announces Cybersecurity Incident Involving Consumer
Information
Rick Smith, Chairman and CEO of Equifax, on Cybersecurity Incident Involving Consumer Data.

https://www.equifaxsecurity2017.com/
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No Evidence of Unauthorized Access to Core Consumer or Commercial Credit Reporting Databases
Company to Offer Free Identity Theft Protection and Credit File Monitoring to All U.S. Consumers
September 7, 2017 — Equifax Inc. (NYSE: EFX) today announced a cybersecurity incident potentially impacting approximately 143 million U.S. consumers.
Criminals exploited a U.S. website application vulnerability to gain access to certain files. Based on the company’s investigation, the unauthorized access
occurred from mid-May through July 2017. The company has found no evidence of unauthorized activity on Equifax’s core consumer or commercial credit
reporting databases.
The information accessed primarily includes names, Social Security numbers, birth dates, addresses and, in some instances, driver’s license numbers. In
addition, credit card numbers for approximately 209,000 U.S. consumers, and certain dispute documents with personal identifying information for
approximately 182,000 U.S. consumers, were accessed. As part of its investigation of this application vulnerability, Equifax also identified unauthorized access
to limited personal information for certain UK and Canadian residents. Equifax will work with UK and Canadian regulators to determine appropriate next steps.
The company has found no evidence that personal information of consumers in any other country has been impacted.
Equifax discovered the unauthorized access on July 29 of this year and acted immediately to stop the intrusion. The company promptly engaged a leading,
independent cybersecurity firm that has been conducting a comprehensive forensic review to determine the scope of the intrusion, including the specific data
impacted. Equifax also reported the criminal access to law enforcement and continues to work with authorities. While the company’s investigation is
substantially complete, it remains ongoing and is expected to be completed in the coming weeks.
“This is clearly a disappointing event for our company, and one that strikes at the heart of who we are and what we do. I apologize to consumers and our
business customers for the concern and frustration this causes,” said Chairman and Chief Executive Officer, Richard F. Smith. “We pride ourselves on being a
leader in managing and protecting data, and we are conducting a thorough review of our overall security operations. We also are focused on consumer protection
and have developed a comprehensive portfolio of services to support all U.S. consumers, regardless of whether they were impacted by this incident.”
Equifax has established a dedicated website, www.equifaxsecurity2017.com, to help consumers determine if their information has been potentially impacted and
to sign up for credit file monitoring and identity theft protection. The offering, called TrustedID Premier, includes 3-Bureau credit monitoring of Equifax,
Experian and TransUnion credit reports; copies of Equifax credit reports; the ability to lock and unlock Equifax credit reports; identity theft insurance; and
Internet scanning for Social Security numbers – all complimentary to U.S. consumers for one year. The website also provides additional information on steps
consumers can take to protect their personal information. Equifax recommends that consumers with additional questions visit www.equifaxsecurity2017.com or
contact a dedicated call center at 866-447-7559, which the company set up to assist consumers. The call center is open every day (including weekends) from
7:00 a.m. – 1:00 a.m. Eastern time.
In addition to the website, Equifax will send direct mail notices to consumers whose credit card numbers or dispute documents with personal identifying
information were impacted. Equifax also is in the process of contacting U.S. state and federal regulators and has sent written notifications to all U.S. state
attorneys general, which includes Equifax contact information for regulator inquiries.
https://www.equifaxsecurity2017.com/
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Equifax has engaged a leading, independent cybersecurity firm to conduct an assessment and provide recommendations on steps that can be taken to help
prevent this type of incident from happening again.
CEO Smith said, “I’ve told our entire team that our goal can’t be simply to fix the problem and move on. Confronting cybersecurity risks is a daily fight. While
we’ve made significant investments in data security, we recognize we must do more. And we will.”

About Equifax
Equifax is a global information solutions company that uses trusted unique data, innovative analytics, technology and industry expertise to power organizations
and individuals around the world by transforming knowledge into insights that help make more informed business and personal decisions.
Headquartered in Atlanta, Ga., Equifax operates or has investments in 24 countries in North America, Central and South America, Europe and the Asia Pacific
region. It is a member of Standard & Poor’s (S&P) 500® Index, and its common stock is traded on the New York Stock Exchange (NYSE) under the symbol
EFX. Equifax employs approximately 9,900 employees worldwide.

Forward-Looking Statements
This release contains forward-looking statements and forward-looking information. These statements can be identified by expressions of belief, expectation or
intention, as well as estimates and statements that are not historical fact. These statements are based on certain factors and assumptions with respect to the
investigation of the cybersecurity incident to date. While the company believes these factors and assumptions to be reasonable based on information currently
available, they may prove to be incorrect.
Several factors could cause actual results to differ materially from those expressed or implied in the forward-looking statements, including, but not limited to,
the final results of the investigation, including the final scope of the intrusion, the type of information accessed and the number of consumers impacted. A
summary of additional risks and uncertainties can be found in our Annual Report on Form 10-K for the year ended December 31, 2016, including without
limitation under the captions “Item 1. Business — Governmental Regulation” and “– Forward-Looking Statements” and “Item 1A. Risk Factors,” and in our
other filings with the U.S. Securities and Exchange Commission. Forward-looking statements are given only as at the date of this release and the company
disclaims any obligation to update or revise the forward-looking statements, whether as a result of new information, future events or otherwise, except as
required by law.
Contacts:
Ines Gutzmer
Corporate Communications
mediainquiries@equifax.com
404-885-8555
Read More
Potential Impact
https://www.equifaxsecurity2017.com/
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