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INTRODUCTION

I, the Chairperson, Standing Committee on Communications and Information Technology (2022-
23), having been authorized by the Committee do present the Forty-eighth Report on the subject ‘Citizens’

Data Security and Privacy' relating to the Ministry of Electronics and Information Technology.

2. The erstwhile Standing Committee on Information Technology (2019-20) selected this subject for
detailed examination and Report to the Parliament. The examination of the Subject , however, could not be
completed during the term of the Committee (2020-21). Keeping in view the importance of the subject and
the need for wider consultation, the Committee re-selected the subject during its terms 2020-21, 2021-22
and 2022-23.

3. During the term 2019-20, the representatives of the Ministry of Electronics and IT, Ministry of Home
Affairs and Department of Atomic Energy gave evidence before the Committee on the subject on 20
November, 2019. Thereafter, cyber security experts, non-official witnesses, representatives of Whatsapp
and Dept of Telecommunications, Ministry of Home Affairs and Chief Secretary, Govt. of NCT of Delhi gave
evidence on 13 December, 2019. During 2020-21, no Sittings were held on the Subject. During 2021-22,
three Sittings were held on 26 August, 2022 on which representatives of Twitter India, Fairwork India and
IRCTC were called for evidence. During 2022-23, the representatives of the Ministry of Electronics and
Information Technology gave evidence before the Committee on the subject on 2 December, 2022 and 15
June, 2023. A dissent note submitted by Dr. John Brittas, M.P. ( Rajya Sabha) is appended to the Report.

4, The Committee at their Sitting held on 26 July, 2023 considered and adopted the Report. The
Committee wish to express their thanks to the representatives of the Ministries/Departments and

experts/witnesses of private entities who tendered evidence during its Sittings.

5. The Committee also place on record their appreciation for the invaluable assistance rendered by

the officials of Lok Sabha Secretariat attached to the Committee.

6. For facility of reference and convenience the Observations/Recommendations of the Committee

have been printed in bold in Part-Il of the Report.

New Delhi; PRATAPRAO JADHAV,
31 July, 2023 Chairperson,
9.Sravana, 1945 (Saka) Standing Committee on

Communications and Information Technology.



PART-I
REPORT

. Introductory- Need for Dedicated Legislation on Data Privacy

1. Personal data security and privacy issues have figured predominately in
public discussion and debate in recent years. The Supreme Court of India, in a
judgement delivered by a nine-judge bench in 2017, has held that the right to privacy
is protected as part of the fundamental rights guaranteed by the Constitution of India.
Digital India has caused digitisation of the Indian economy and transformed the lives
of Indian citizens in particular and governance in general. The lives of crores of
Indians and their experience of governance have been significantly enhanced by the
use of technology and the Internet. Digital India has also unleashed innovation and
entrepreneurship in the digital space in addition to the large global Big Tech platforms
that have significant presence on the Internet.

2. Presently, there are over 80 crore Internet users. India is the largest
connected democracy in the world and is amongst the highest consumers and
producers of data per capita amongst the countries. It has become clear over the last
few years that while the Internet and technology are a force for good and connectivity,
Internet is also a place where user harm and misuse can exist if rules and laws are not
prescribed. That is why laws and rule-making for the Internet has to be around the
basic foundational principles and expectations of the citizens of openness, safety and
trust and accountability.

3. Data in general and personal data in specific are at the core of this fast-
growing digital economy and ecosystem of digital products, services and
intermediation. It has become very clear over the last few years whilst this data is
used by platforms and intermediaries, the data and personal data must be subject to a
framework of rules and dos and don’ts. To sum up, while digitisation using personal
data of Data Principals has transformed delivery of services to them enhancing ease
of living, Data Principals are also increasingly at risk of harm from misuse of their
personal data. Further, the Supreme Court, in its judgement in the Puttaswamy case
in 2017, has declared the right to privacy as protected as part of the fundamental
rights guaranteed by the Constitution. Therefore, it has become imperative that
digitised personal data be protected. At the same time, it is necessary to ensure that
Data Principals in India benefit from the innovation ecosystem of Digital India for
continuous improvement in delivery of services and enhancement of ease of living,
and the digital economy continues to grow with economic benefits for all. With this in
view, Government published for public consultation a draft Bill titled “the Digital
Personal Data Protection Bill, 2022”( Annexure-l), which casts obligations on Data
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Fiduciaries for protection of personal data and makes them accountable for the same,
and provides for the rights and duties of Data Principals.

4. The Bill seeks to enhance Ease of Living and Ease of Doing Business in the
following ways:

Highlights of the Data Bill:
Aims
e The proposed Bill seeks to achieve the following:
(a) Introduce data protection law with minimum disruption while ensuring
necessary change in the way Data Fiduciaries process data;
(b) Enhance the Ease of Living and the Ease of Doing Business; and
(c) Enable India’s digital economy and its innovation ecosystem.

Approach and principles

e The proposed Bill seeks to provide for the use of personal data by
platforms, intermediaries and other Data Fiduciaries or Data Processors
subject to a framework of rules and do’s and don’ts. It is based on the
following principles, which have formed the basis for personal data
protection laws in various jurisdictions:

(a) The principle that usage of personal data by organisations must be done in
a lawful manner, which is fair and transparent to the Data Principals;

(b) The principle of purpose, i.e., the personal data be used only for the
purpose for which it was collected;

(c) The principle of data minimisation, i.e., only those items of personal data be
collected as are required for attaining the specified purpose;

(d) The principle of accuracy of personal data, i.e., reasonable effort be made to
ensure that the personal data is accurate and kept up to date;

(e) The principle of storage limitation, ie., personal data not be stored
perpetually by default and storage be limited to such duration as is
necessary for the specified purpose;

(f) The principle that reasonable safeguards be taken to prevent personal data
breach; and

(9) The principle that the person who decides the purpose and means of
processing of personal data should be accountable for such processing.

Minimising disruption
e The proposed Bill seeks to minimise disruption through provision for the
following:
(a) Allowing for continuing validity of processing based on pre-existing consent
(unless withdrawn), while requiring Data Fiduciary to notify the Data
Principal;
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(b) Making provision for consistency with sectoral laws, so that the basic
protection is ensured under the Bill while additional regulation/protection
may continue to be applicable under sector-specific law; and

(c) Enabling processing outside India, while retaining India’s right to restrict
processing in notified countries.

Ease of Living and Ease of Doing Business

e The Bill seeks to enhance Ease of Living and Ease of Doing Business in the
following ways:

(a) By laying down the principles to be followed by Data Fiduciaries to protect
personal data, while avoiding a prescriptive approach and intrusive
regulation;

(b) By providing for the first time a fully digital-by-design online complaint
resolution mechanism through the Data Protection Board, which will function
as a digital office whose entire proceedings, from their institution till
disposal, are in online or digital mode;

(c) By enabling faster resolution by the Board by providing for the referring of
matters for Alternate Dispute Resolution through a mediator identified by the
parties and the acceptance of Voluntary Undertakings from Data
Fiduciaries;

(d) Not providing for criminalisation of breaches, while providing for deterrent
financial penalties for breach in observance of the Bill’s provisions; and

(e) By providing for user to get the notice seeking his/her consent in any of the
Indian languages listed in the Eighth Schedule to the Constitution.

Concise and SARAL
e The proposed Bill is concise and SARAL, that is, Simple, Accessible,
Rational & Actionable Law. It uses plain language, contains illustrations that
make the meaning clear, contains no provisos (“provided that...”) and has
minimal cross-referencing.
e By using the word “she” instead of “he”, for the first time women are being
acknowledged in law-making by the Indian Parliament.

Other innovative aspects
e The proposed Bill, while retaining the core principles of data protection in
the earlier Bill (notice for collecting or processing personal data, consent,
purpose and storage limitation, accuracy of data, etc.), offers a simpler law
which is easy to understand and administer. Examples of this include the
following:
(a) There is no classification of personal data, which is sought to be protected as a
whole, thereby avoiding issues of interpretation and classification-based
protection.
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(b) In addition to the rights under the earlier Bill, the proposed Bill also includes the
right to nominate a person to exercise rights in the event of death or incapacity
of the Data Principal. Further, associated are duties entrusted to an individual.

(c) It defines the obligations of Data Fiduciaries and fixes accountability for breach
in their observance without adding to compliance burden.

Highlights of key provisions of the Data Bill:
e The provisions of the Bill as published have been revisited in light of feedback
received from the public, stakeholders and Ministries/Departments. Broad
highlights of key aspects of the Bill are summarised in the succeeding paragraphs.

Applicability
e The provisions of the Bill would apply to personal data collected in digital form or
collected in non-digital form and digitised subsequently in India, as well as to
personal data processed outside India for offering goods and services in India. It
would not be applicable to personal data processed for personal or domestic
purpose, personal data made publicly available by the Data Principal or by any
other person pursuant to a legal obligation.

Basis of data processing
e The following would constitute the basis of data processing under the Bill:
(a) Processing may be done only in accordance with the provisions of the Bill and
the rules made thereunder;
(b) It may be done only for lawful purposes; and
(c) It may be done on consent, or for certain legitimate uses specified in the Bill.

Consent

J Before requesting consent, the Data Fiduciary must give a notice specifying the
purpose for which data will be processed, with the option to access it in any of the Indian
languages listed in the 8" Schedule to the Constitution. Consent given shall be limited to
personal data necessary for such purpose, and the giving of consent for personal data not
necessary for the purpose may not be made a condition for processing. It shall be
withdrawable at any time.

o Consent Managers accountable to the Data Principal may serve as single points of
contact to enable them to give, manage, review and withdraw their consent through an
accessible, transparent and interoperable platform.

e To avoid disruption, where the Data Principal has given consent before the
proposed enactment, the Data Fiduciary shall be obligated to give notice regarding
the same to the Data Principal, while continuing to process the data, unless
consent is withdrawn.
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Certain legitimate uses

Taking into account the feedback received, processing of personal data for certain
legitimate uses is now proposed to be more focussed than in the draft published
for public consultation. Broadly, such uses would include performance by the State
and its instrumentalities of functions under law, or in the interest of sovereignty,
integrity and security of the State, or for providing/issuing subsidies, benefits,
services, certificates, licences and permits prescribed by rules. They would also
include disclosures for fulfilling any obligation under law, compliance with any
judgement or order under law, protection/assistance/service in a health
emergency, disaster or public order situation, and in relation to employees.

Obligations of Data Fiduciary

Broadly, the proposed obligations of the Data Fiduciary will include implementation
of technical and organisational measures for compliance, security safeguards to
prevent data breach, intimation of data breaches to affected Data Principals and
the Data Protection Board, erasure of data upon withdrawal of consent or when
retention is no longer necessary for the specified purpose, publishing of contact
details of person to answer queries of Data Principals, establishing of a grievance
redressal system, and use of Data Processors only under contract.

Further, certain additional obligations are proposed in respect of Data Fiduciaries
notified as Significant Data Fiduciaries, such as appointing a data auditor and
conducting periodic Data Protection Impact Assessment to ensure higher degree
of data protection.

Safeguards for processing of children’s data

Broadly, the safeguards proposed for processing of personal data of children
include processing only with parental consent and not undertaking processing
detrimental to children’s well-being or involving tracking, behavioural monitoring or
targeted advertising. However, to enable use in cases like protection of abandoned
children, etc., Government may notify purposes where processing may be allowed
without parental consent or with tracking etc.

Rights of Data Principals

The rights of the Data Principals are the right to access information about personal
data processed, the right to correction and erasure of data, the right to grievance
redressal and the right to nominate a person to exercise rights in case of death or
incapacity. For enforcing the rights, the affected Data Principal may approach
the Data Fiduciary through its grievance redressal mechanism and, if not satisfied,
complain online to the Data Protection Board.
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Duties of Data Principals

The proposed duties are aimed at ensuring the reliability of personal data used in
data processing. Broadly, the duties proposed include compliance with applicable
laws, not impersonating while providing data, not suppressing material information
while providing any document or identity/address proof, not making false or
frivolous grievance/complaint and giving only verifiably authentic information while
using the right to correct or erase data.

Processing outside India

The provisions of the Bill in this regard have been revisited in the light of the
feedback received. Broadly, it is now proposed to allow processing of personal
data outside India unless the Government notifies any country or territory for which
processing shall be restricted.

Exemptions

The provisions regarding exemptions have also been revisited in light of the
feedback and, broadly, the exemptions now proposed include processing by the
State and its notified instrumentalities in the interests of sovereignty, integrity,
security of the State, friendly foreign relations, public order or incitement of related
offence. They also include processing for research, archiving or statistical
purposes, for startups or other notified categories of Data Fiduciaries, for
enforcement of legal rights and claims, for performance of judicial or regulatory
functions, for preventing, detecting, investigating or prosecuting offences or
contraventions, for processing of data of non-residents under foreign contract, for
approved merger, demerger etc. and for locating defaulters and their assets.

Setting up and functioning of the Board

Comprehensive provisions are now proposed for the setting up and functioning of
the Board. These cover the composition of the Board, qualifications and
disqualifications of Board Members, their salary, allowances and term of office, and
the procedure to be followed for the meetings and inquiry proceedings of the
Board.

Powers and functions of Data Protection Board

Broadly, the Board shall give directions for remediating or mitigating data
breaches, inquire into data breaches and complaints and impose financial
penalties, refer complaints for Alternate Dispute Resolution and accept Voluntary
Undertakings from Data Fiduciaries, and advise the Government to block the
website, app etc. of a Data Fiduciary found to repeatedly breach the provisions of
the Bill.

Appeal is now proposed to lie with the Telecom Disputes Settlement and Appellate
Tribunal (TDSAT).
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5.

During evidence, the representatives of the Ministry stated as follows-

X, JITH IE &1 & o Toel igicd gl 3iR e AT H g,
3TTH AT S ASTART hl AT H | 3T Told oIl gARI
Ugel 30 HFRAT T 2T, 37 FT 44 HF2UT SHH G TG, WAl
o 8 ST oh FB-HS dotol [hU &, TeHEH H 3T U]
el &, POHT VA & HedITol HRAH 51 &, W WSl
foret T JoTalT H T 3TThR H 373737 ITUT§, Aot IceeT
AT ot gAY TS § QU EIAT 8, 5t Riffaea s amw g
§s U T g O forgsr &1 gy fhar g1 g3
3MTEHY T HHST 91T, S Afdeiet, e, W, & 3nfe
S TIFY I ST #7197 §, 30 §Ha Tgell IR SHH 3Hd1s
el ST ITRILM T &1 TH W HleleT H Hel hlg FTdoilel
el & 3R S8l de dd g, 38 sia-Reifeaar, faaq
3¢62T IS & o T91E G AT &l 319+ TR 91 §, 39
ShleTeT T Igeh 3R ToTd TSoTetdaT &l SHehT UTolel ahiel]
&, Gleil &l T STEI cfeh &1 Teh TG 81 hiolsl bl HHST Heh
3R g &1 3HehT el X Feh 3R e, 81 3791 geh AlaT
Teh, 3 ToC A ATl ol TGl T gARY ALY ET &
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8H 3H Flelel A Ugell dR TRl heglT dfaiEafea
JEAT H, TFIRT IE 6T 8, §H e d 6 1oh JoN H Afger oy
AMfAS 8, §H Uch dIX AT & e ol TdlhRd
@@ﬁmmﬂﬁﬁm%% TP (She) 2SS T STET
3UARTEIT &, FHH T (He) 3 AMAA & I

ll. The Cyber Conundrum- Addressing the surge of cyber crimes and urgent call
for regulatory action

6. The Ministry in its replies commented on the digital India programme as

under-
“Digital India Programme is leading the transformation in India for ease
of living and digital economy. Digital India proved its resilience during the
pandemic and has laid the foundation for adoption of digital initiatives
has accelerated in an unprecedented manner. In the post-pandemic
world, the progress continues and the same is evidenced by over 40
crore average e-Transactions happening on daily basis and 7.8 billion
monthly transactions over UP| worth Rs. 12.8 trillion on December 31,
2022. India’s digital adoption is at rapid pace. With expanded internet
access to around 76 crore citizens, the world looks at India as one of the
largest Internet user bases with the lowest Internet tariff. India is world
leader in Digital Identities; world’s largest Digital Identity Programme with
1.36 billion Aadhaar has helped poor to receive benefits directly in their
accounts. This has led to disbursal of Rs. 27.76 lakh crore and led to
savings of Rs. 2.2 lakh crore cumulatively till December 31, 2022.”

7. To protect personal data of users, the Central Government, in exercise of
its powers under the Information Technology Act, 2000, has prescribed reasonable
security practices and procedures and sensitive personal data or information through
the Information Technology (Reasonable Security Practices and Procedures and
Sensitive Personal Data or Information) Rules, 2011. These include the requirement
that any person collecting, receiving, possessing, storing, dealing or handling
information provided should publish on its website a policy for privacy and disclosure
of personal information, that such person use the information collected for the purpose
for which it was collected and keep it secure, that disclosure of sensitive personal data
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be done with prior permission of the information provider, that sensitive personal data
or information not be published, and that a third party receiving sensitive personal data
or information shall not disclose it further.

8. Section 72A of the Act provides for punishment for disclosure of

information in breach of the lawful contract. It provides that any person including an
intermediary who, while providing services under the terms of lawful contract, has
secured access to any material containing personal information about another person,
with the intent to cause or knowing that he is likely to cause wrongful loss or wrongful
gain discloses, without the consent of the person concerned, or in breach of a lawful
contract, such material to any other person, shall be punished with imprisonment for a
term which may extend to three years, or with fine which may extend to five lakh
rupees, or with both.

9. The Committee asked the Department about the  major
problems/challenges in ensuring privacy/protection of personal data worldwide in
general and in India in particular and how these problems/challenges can be
addressed. The Department replied as follows-

“The major problem/challenges associated with the protection of personal data
are associated with the entities are as follows:
i.  who determine its purpose and process it for purposes that are unlawful
or beyond those for which it was collected, in a non-transparent manner,
i. who collect more data than is necessary for the purpose for which it is
being collected,
iii.  who store data beyond the period required for meeting such purpose,
iv.  not keeping the data accurate and updated,
v. unauthorized collection or processing,
vi.  handling data breaches,
vii.  absence of a mechanism to ensure accountability,
viii.  providing rights of the individual with respect to their personal data and
ix. misleading usage of personal data by individuals.

These problems have been taken care of by applying the following principles
while drafting the proposed Digital Personal Data Protection Bill, 2023:
i. Processing to be done in a fair and transparent lawful manner.
ii. The personal data be used only for the purpose for which it was collected.
iii. Only those items of personal data be collected as are required for attaining
the specified purpose.
iv. Personal data not be stored perpetually by default and storage be limited to
such duration as is necessary for the specified purpose.
v. Reasonable effort be made to ensure that the personal data is accurate and
kept up to date.
vi. Reasonable safeguards be taken to prevent personal data breach.
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vii. Entity who decides the purpose and means of processing of personal data
should be accountable for such processing with penalty provisions in case
of the violation of the provisions of the act.

viii. Provisioning of rights of obtaining processed personal data, erase/correct
the personal data, grievance redressal and nominate another individual for
exercising his rights in case of death or incapacity.

ix. Provisioning of penalty on the individual in case of misleading usage of his
data by enforcing duties on them.”

When asked about India's preparedness to deal with recent cyber-attack on India’s
premier medical institution, the All India Institute of Medical Science (AlIMS), New
Delhi and the Ministry plan to deal with vulnerability of healthcare data, the Ministry
provided the details as to how proposed Draft Bill is capable of addressing the above
issues and prevent such cases in future, given as under:

“The entities collecting the personal data for specified purposes are
defined as Data Fiduciaries in the Bill. A large corporate Data Fiduciary,
identified as Significant Data Fiduciary, in addition to the general obligations, will
have to meet additional obligations like appointing India based data protection
officer, conducting data protection impact assessment and data audit.

The Bill entrusts entities to take reasonable security safeguards to prevent
personal data breach with respect to the personal data in its possession making
them accountable to the individuals. Further, if the Board determines on
conclusion of an inquiry that breach of the provisions of this Act or the rules by
the entity is significant, it may, after giving the person an opportunity of being
heard, impose monetary penalty.

Also, the Central Government may, on the request of Board that intimates the
imposition of monetary penalty on the entity in more than two instances and
advises in the interests of the general public, instruct the appropriate
agencies/intermediary to block the services of the entity.

In order to sensitize health sector entities regarding latest cyber security threats,
a special advisory mentioning best practices to enhance resiliency of health
sector entities was prepared by CERT-In and sent to Ministry of Health & Family
Welfare in December 2022, requesting to disseminate the advisory to all
authorised medical care entities/ service providers in the country.

Following are salient best practices suggested to enhance resilience of health
sector:
i. Formulate cyber security policy and assign roles and responsibilities for
Chief Information Security Officer (CISO) and a dedicated cyber security functional
team.
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il Audit the entire ICT infrastructure and deploy appropriate security controls
based on the audit outcome. Services of 150 CERT-In empanelled auditors may
be utilized.

iii. Prepare, test and implement Business Continuity Plan (BCP) and Disaster
Recovery (DR) plan

iv. Upgrade any outdated operating systems & applications and update
patches on regular basis

V. Maintain secure offline backup for critical databases

Vi. Create a structured network with network segmentation. Review and

revamp the complete network architecture in security perspective for better
visibility, management and control of IT resources.

CERT-In issues alerts and advisories regarding latest cyber threats/vulnerabilities
and countermeasures to protect computers and networks on an ongoing basis.

CERT-In has published “India Ransomware Report H1 — 2022” in August 2022,
covering latest tactics and techniques of Ransomware attackers along with sector
wise trends observed in the first half of year-2022, specific to Indian cyber space.
The report also describes ransomware specific Incident response remediation and
mitigation measures. “India Ransomware Report — 2022” has also been published
by CERT-In in April 2023 covering methods of ransomware attacks and mitigation
measures.

Ministry of Home Affairs has created a National Counter Ransomware Taskforce
comprising of multiple stakeholders to formulate strategies to effectively tackle
ransomware threats and put in place proactive and responsive systems by
stakeholders. The Taskforce comprises working groups on Cooperation &
Diplomacy, Incident Response, Security Cluster, Awareness & Capacity Building.”

lll. Inclusive and Comprehensive Consultation Journey for Comprehensive
Solutions
10. Keeping in view the need to strengthen the law on protection of personal
data, the Government had introduced the Personal Data Protection Bill, 2019 in
Parliament. In the light of the understanding that emerged as a result of consultations
with stakeholders in connection with the drafting of the Bill and its consideration by the
Joint Committee of Parliament, the Government withdrew the 2019 Bill. On
18.11.2022, Government published the aforesaid new draft Bill, titled “the Digital
Personal Data Protection Bill, 2022, and invited feedback from public and initiated
stakeholder and inter-ministerial consultation on the Bill.
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Regarding the comments received on the draft Bill published for public
consultation and inter-Ministerial consultation initiated, the Ministry reply as
under:

“‘Comments on the draft Bill were invited from the public on 18.11.2022 and the last
date for receipt of comments was 2.1.2023. Further, inter-ministerial consultation
was also initiated on the Bill. In the period, Ministry has also received feedback
from 45 Ministries/ departments, 21,666 comments from public and feedback
received from various other stakeholders such as Indian and other international
organizations also. Similarly, there have been some evolution in our understanding
also of the issues and the ways to address them. In the light of these, the Draft Bill
has been relooked into and is ready for approval.”

11. The Committee asked the Ministry, if the new draft Bill combines the
features of the present piecemeal legislation and how does the new Bill plan to protect
the use of data for other than intended purposes by both State and non-State actors.
The Ministry replied that -
“In the absence of well-defined rights and obligations of individuals and entities
responsible for data processing, the interests of stakeholders are not
adequately safeguarded. While drafting the proposed DPDP Bill, 2023 the
rights and consent based model approach has been appropriately balanced.
Every entity responsible for processing the personal data of an individual must
obtain the consent of such individual, except in few instances where the
personal data processing can be done for certain legitimate uses, while
simultaneously providing appropriate rights to the individual making data
processing entities accountable to the individual also. The rights enshrined in
the draft Bill are to obtain the summary of the data processed, to correct or
erase the personal data, to grievance redressal and to nominate in case of
death or incapacity of the individual.
The Bill aims to establish a comprehensive legal framework governing digital
personal data protection, by framing out the rights and duties of Data Principals
and the obligations of Data Fiduciaries, empowering Data Principals and fixing
the accountability of Data Fiduciaries. One of the core principles while drafting
the Bill was the purpose limitation i.e., use of personal data only for the purpose
specified at the time of obtaining consent of the Data Principal.
The provisions of the Bill cast specific obligations on Data Fiduciaries, both
State and non-State, in data processing; make reasonable efforts to ensure
accuracy and completeness of data; implement technical and organisational
measures; take reasonable security safeguards to prevent personal data
breach; and engage/use a Data Processor only under a valid contract among
others. If they fail to fulfil their obligations, they shall be liable to pay financial
penalty as provided for under the proposed legislation, after due opportunity of
being heard by the Data Protection Board.”
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IV. Globally Aligned Bill- Embracing International Best Practices

12. On the issue of on Global legal frameworks for Data Privacy and Security,
the Ministry spelled out principles involved along with its features-
“While formulating the Bill, the Government considered global best practices
while reviewing the personal data protection laws of Singapore, Australia,
European Union and the prospective federal legislation of the United States
of America. The following principles have formed the key principles
underlying the personal data protection laws in various other jurisdictions and
are also the principles underlying the Bill:

« The principle that usage of personal data by organisations must be
done in a lawful manner, which is fair and transparent to the Data
Principals.

« The principle of purpose, i.e., the personal data be used only for the
purpose for which it was collected.

» The principle of data minimisation, i.e., only those items of personal
data be collected as are required for attaining a specific purpose.

» The principle of accuracy of personal data, i.e., reasonable effort be
made to ensure that the personal data is accurate and kept up to
date.

« The principle of storage limitation, i.e., personal data not be stored
perpetually by default and storage be limited to such duration as is
necessary for the stated purpose for which it was collected.

« The principle that reasonable safeguards be taken to ensure that
there is no unauthorised collection or processing of personal data, so
that personal data breach may be prevented.

» The principle that the person who decides the purpose and means of
processing of personal data should be accountable for such
processing.

Further, like the data protection laws in the other mentioned jurisdictions, the
Bill too has the following features:

(i) Itis technology-agnostic.

(i) It provides for financial penalties (rather than criminalisation).

(i) It specifies the obligations of Data Fiduciaries based on the
aforesaid seven principles.

(iv) It provides for additional obligations for certain Data Fiduciaries
(referred to as Significant Data Fiduciaries in the Bill), similar to the
approach followed in the data protection laws of the European
Union and Singapore.

(v) It provides for additional obligations/safeguards for processing of
personal data of children, which is similar to the approach followed
in the data protection law of Singapore.
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(vi) It provides for the rights of Data Principals, which is similar to the
provisions in the data protection laws of the European Union,
Australia and Singapore.

(vii) It provides for cross-border data transfer. The European Union and
Singapore also have provisions for such transfer.

The legal framework for data privacy and security in India has evolved over
the years, and it continues to develop in response to the rapid growth of
digital technology and data-driven activities.”

13. The proposed Bill seeks to minimise disruption by making provision for the
following:
a. Allowing for continuing validity of processing based on pre-existing consent
(unless withdrawn), while requiring Data Fiduciary to notify the Data Principal,
b. Making provision for consistency with sectoral laws, so that the basic
protection is ensured under the Bill while additional regulation/protection may
continue to be applicable under sector-specific law; and
c. Enabling processing outside India, while retaining India’s right to restrict
processing in notified countries.

14. The proposed Bill, while retaining the core principles of data protection in the
earlier Bill (notice for collecting or processing personal data, consent, purpose and
storage limitation, accuracy of data, etc.), offers a simpler law which is easy to
understand and administer. Examples of this include the following:

a. There is no classification of personal data, which is sought to be protected as
a whole, thereby avoiding issues of interpretation and classification-based
protection.

b. In addition to the rights under the earlier Bill, the proposed Bill also includes
the right to nominate a person to exercise rights in the event of death or
incapacity of the Data Principal. Further, associated are duties entrusted to an
individual.

c. It defines the obligations of Data Fiduciaries and fixes accountability for
breach in their observance without adding to compliance burden.

Unleashing the Digital India Bill
15. The Committee put forth a query about the weaknesses identified in the IT Act
that restrict stringent implementation of Penal provisions under the IT Act and the

provisions of IT Act that are likely to be struck down with the enactment of DPDP Bill.
The Committee further enquired about how is the proposed Digital India Bill likely to
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strengthen the implementation mechanism and aid/ supplement DPDP Bill in its
effective implementation. The Ministry gave the following reply-

“‘As of today, to protect personal data of users, the Central Government, in
exercise of its powers under the Information Technology Act, 2000, has prescribed
reasonable security practices and procedures for sensitive personal data or
information through the Information Technology (Reasonable Security Practices
and Procedures and Sensitive Personal Data or Information) Rules, 2011. These
include the requirement that any person collecting, receiving, possessing, storing,
dealing or handling information provided should publish on its website a policy for
privacy and disclosure of personal information, that such person use the
information collected for the purpose for which it was collected and keep it secure,
that disclosure of sensitive personal data be done with prior permission of the
information provider, that sensitive personal data or information not be published,
and that a third party receiving sensitive personal data or information not disclose it
further.

While these rules obligate persons collecting and processing data to ensure
reasonable security practices and procedures, there is need to have a more
detailed framework that provides for rights and duties of individuals to whom digital
personal data relates and the obligations of persons who determine the purpose
and means of processing of such personal data. Keeping in view the need to
strengthen the law on protection of personal data and bringing a comprehensive
framework, the current proposal of Digital Personal Data Protection Bill is
submitted.

The Information Technology Act, 2000 shall be amended in the following
manner, namely:—

(a) section 43A shall be omitted[Section 43A inter-alia provides for
compensation for failure to protect data.--Where a body corporate,
possessing, dealing or handling any sensitive personal data or information in a
computer resource which it owns, controls or operates, is negligent in
implementing and maintaining reasonable security practices and procedures
and thereby causes wrongful loss or wrongful gain to any person, such body
corporate shall be liable to pay damages by way of compensation to the
person so affected.]

(b) in section 81, in the proviso, after the words and figures “the Patents Act,
1970”7, the words and figures “or the Digital Personal Data Protection Act,
2023” shall be inserted; and

(c) in section 87, in sub-section (2), clause (ob) shall be omitted.”
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VL.

VII.

Need for amendments in IT Act

16.

During evidence, the Committee raised the issue of amendment in the IT Act

as follows-

17.

“In the last few years, we see very less or even almost nil convictions with
respect to reported cyber crimes or cyber offences. In fact, the Committee had
asked details from the MHA on the number of convictions versus number of
FIRS that have taken place. But | do not think the details have been given to
the Committee. It will prove that how ineffective the IT currently is and that is
the reason why a concerted effort has to be made to revisit the struck down
provision of the IT Act because it not only deals with the issues that ...........
highlighted but also the problem of the exemption of liability of social media
intermediaries. Even that is a grey area. That also needs to be addressed and
therefore, there should be revisiting of the struck provisions of the IT Act in
such a manner that it is congruent with the constitutional spirit. It needs to be
done. Otherwise, the expectation that the criminalisation or criminality that
exists in the IT Act will compliment the provisions here may not be effective
and will not suffice. “

Further, during evidence, the representatives of the Ministry submitted that —

- 3 37 9T 378l TATAT AT | H 66T AT T F A Tl
TF{T-ITQI FHH FIE A 66T T 3137 fFATE, AfFeT o6 F
arhr Nfasrew 3reft sft §1 3ER AT BT FH AT R
3R 9T 31T WA Fg @ & T 3 & vare a¥ 2000 H F7
g1, Afeher 3reft Bfores sOsar vae #t a5 gl STear
3TIF ARG & AT ATTSH THET AT T HIFAA FI W@
&1 SHHT STFC Aol I HTH TT W8 *

Ensuring Robust Safeguards Within the Bill For Inclusive Digital Access

18.

Broadly, the safeguards proposed for processing of personal data of children

include processing only with parental consent and not undertaking processing
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detrimental to children’s well-being or involving tracking, behavioural monitoring or
targeted advertising. However, to enable use in cases like protection of abandoned
children, etc., Government may notify purposes where processing may be allowed
without parental consent or with tracking etc.

19. Regarding the provisions to protect the data of digitally illiterate person, the
Ministry submitted as follows-
“The bill recognizes the need for the consent framework to adapt and improve
over time for the processing of the personal data. The Bill includes provisions
that enable the establishment of prescribed methods for obtaining consent and
delivering notices. As the bill progresses, the consent and notice mechanisms
may even incorporate visual elements, allowing for easier understanding and
accessibility. By incorporating these enabling provisions, the bill aims to
extend its benefits to digitally illiterate individuals, ensuring their inclusion in
the evolving landscape of data privacy and protection.”

VIll. Enhancing Citizen Awareness and Safeguarding Digital Personal Data
20. The Ministry, while explaining various features of the Bill, put forth the facts as
under-

“The Draft DPDP Bill, 2023 enhances the ease of doing business as well as
ease of living. It has enabled faster resolution of disputes by Board by
referring matters for the Alternate Dispute Resolution through a mediator
identified by the parties and by accepting Voluntary Undertakings from Data
Fiduciaries to enable faster resolution.

As far as compensation is concerned, any individual who suffers a civil
wrong can invoke legal liability as a claimant against the person committing
such wrongful act for compensatory damages, under torts law. A person
who suffers a civil wrong on account of violation of her rights or non-
compliance of obligations by a Data Fiduciary may raise such a claim before
a civil court in consequence of such wrong. Such a person could also cite
any penalty imposed by the Board for non-compliance as material in support
of his/her claim. The draft Bill has adequate provisions enabling an
individual for exercising his rights over his personal data. The provisions of
the Bill are not applicable on notified State entities only in the interests of
sovereignty and integrity of India, security of the State, friendly relations with
foreign States, maintenance of public order or preventing incitement to any
cognizable offence relating to these.

These grounds are reflected in article 19(2) of the Constitution, which
provides for making of law that imposes reasonable restrictions on exercise
of the right guaranteed by article 19. Also, exemption has been provided to
Government regarding retention of personal data, so that the Government
may continue to have information regarding various actions taken in respect
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of individuals, which may be required for various legitimate purposes such
as law enforcement, looking into complaints and grievances, follow-up of
audit observations and delivery of benefits.

The Bill does not provide for surveillance of Data Principal in any form. It is
to be noted that lawful interception and monitoring is done by the authorised
law enforcement agencies after due authorisation by the Central
Government or the State Government concerned. It is governed by the
provisions contained in sub-section (2) of section 5 of the Indian Telegraph
Act, 1885 read with Rule 419A of Indian Telegraph Rules, 1951 and section
69 of the Information Technology Act, 2000 read with the Information
Technology (Procedure and Safeguards for Interception, Monitoring and
Decryption of Information) Rules, 2009.”

21. Regarding the role of PM Disha Scheme in spreading digital literacy among

masses, the Ministry provided the following information-
“The Government of India has approved a scheme titled “Pradhan Mantri
Gramin Digital Saksharta Abhiyan (PMGDISHA)” to usher in digital literacy
in rural India by covering 6 crore rural households (one person per
household). To ensure equitable geographical reach, each of the 2,50,000
Gram Panchayats across the country are registering an average of 200-
300 candidates. Special focus of the said Scheme is on training the
beneficiaries on use of Electronic Payment System. The outcome
measurement criteria include undertaking at least 5 electronic payments
transactions by each beneficiary using UPI (including BHIM app), USSD,
PoS, AEPS, Cards, Internet Banking. As on 31st October, 2022, a total of
6.51 crore beneficiaries have been enrolled, out of which training has been
imparted to 5.59 crore beneficiaries, out of this more than 4.15 crore
beneficiaries have been certified under the PMGDISHA Scheme.”

IX. Significance of Consent in the Draft Bill

22. Before requesting consent, the Data Fiduciary must give a notice specifying
the purpose for which data will be processed, with the option to access it in any of the
Indian languages listed in the 8" Schedule to the Constitution. Consent given shall be
limited to personal data necessary for such purpose, and the giving of consent for
personal data not necessary for the purpose may not be made a condition for
processing. It shall be withdrawable at any time.

23. Consent Managers accountable to the Data Principal may serve as single

points of contact to enable them to give, manage, review and withdraw their consent
through an accessible, transparent and interoperable platform.
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24.

To avoid disruption, where the Data Principal has given consent before the

proposed enactment, the Data Fiduciary shall be obligated to give notice regarding the
same to the Data Principal, while continuing to process the data, unless consent is
withdrawn.

25.

The Committee wanted to know whether the proposed Bill provides for

“anytime withdrawal of consent” or “Lapsable Consent” to be specifically mentioned in
the notice while the consent is being obtained from the data principal. The Department
responded as follows-

26.

“As per the provisions of the bill, Data Principal has the right to withdraw her
consent at any time, with the ease of doing so being comparable to the ease
with which such consent was given. The consent given by the Data Principal
shall be free, specific, informed, unconditional and unambiguous with a clear
affirmative action, and shall signify an agreement to the processing of her
personal data for the specified purpose and be limited to such personal data as
is necessary for such specified purpose.”

During evidence, the representatives of the Ministry stated as follows-

“On consent, first of all, as we put out in the draft Bill, we had said that it
must be in clear and simple language. The draft as it currently stands, it will
be prescribed through rules. So, we had already said, it would be clear and
plain. It would have the option on the click to view and access in Indian
language, your own language. In addition, as | mentioned in the
presentation, in our discussions our intent is also that when we put in the
rules, we are going to ask them to make it visible through videos and
animations so that it not legally, it is actually understandable which is
precisely the point you are making. So, we certainly intend to do that.

The second point which you said that it becomes mandatory that you cannot
proceed. We are doing what no other country has done. In our draft, now
we are saying that if you take consent which is beyond what is necessary
for the stated, specified purpose, it is illegal. Just like an illegal contract is
no contract, this will be an illegal consent. So, even if | consent and |
access, | will continue to be liable because it is a question of fact whether to
do this. Suppose | say that | am going to underwrite your loan and | take so
much information. Now, | also say that | want your mobile contact list. If |
give a mobile contact list and | have taken consent for that, tomorrow if it is
called into question how did you take a consent for contact list of my mobile
phone for underwriting a loan, it cannot be justified. So, if he has taken, he
would be liable for committing a breach. So, if he takes data beyond what is
necessary, it is illegal by law. The law deems it to be illegal. Today, it is
unregulated. “
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27. Further, during evidence, the representatives of the Ministry stated as follows-

“Jd §H AfCH arell |3 IATTe af 38H for@ &9r foh 39 faggr &2
Fehol §, 38 TS W A THY IR ST Fh A1 57 a1¢ {degr w7
Thd &, Ig SHIfSTC ol &Y Hehell & 3R Ueh AN aTe; hr FAfAHISS ST
g Thdgl”

X. Certain exemptions (Legitimate Uses) to Maintain Public Order

28. The provisions regarding exemptions have also been revisited in light of the
feedback and, broadly, the exemptions now proposed include processing by the State
and its notified instrumentalities in the interests of sovereignty, integrity, security of the
State, friendly foreign relations, public order or incitement of related offence. They also
include processing for research, archiving or statistical purposes, for startups or other
notified categories of Data Fiduciaries, for enforcement of legal rights and claims, for
performance of judicial or regulatory functions, for preventing, detecting, investigating
or prosecuting offences or contraventions, for processing of data of non-residents
under foreign contract, for approved merger, demerger etc. and for locating defaulters
and their assets.

29. Taking into account the feedback received, processing of personal data for
certain legitimate uses is now proposed to be more focussed than in the draft
published for public consultation. Broadly, such uses would include performance by
the State and its instrumentalities of functions under law, or in the interest of
sovereignty, integrity and security of the State, or for providing/issuing subsidies,
benefits, services, certificates, licences and permits prescribed by rules. They would
also include disclosures for fulfilling any obligation under law, compliance with any
judgement or order under law, protection/assistance/service in a health emergency,
disaster or public order situation, and in relation to employees.

30. With regard to the reasonable purposes for which data can be processed with
deemed consent, the Department informed the following-
“In the earlier DPDP Bill, 2022 draft the deemed Consent was applicable only
when a data principal was deemed to have given consent for her personal
data if such processing is necessary for the specific conditions only including
public order, employment etc.. The deemed consent clause has been
henceforth removed after the consultation and feedback received from
stakeholders. In the modified draft of DPDP Bill, 2023, in its equivalent format,
the personal data can be processed for certain legitimate uses. These are as
under:
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31.

(i) For the State and its instrumentalities to perform functions under law or
in the interest of sovereignty and integrity of India and security of the
State

(i) For the State and its instrumentalities to provide or issue subsidies,
benefits, services, certificates, licences and permits that are prescribed
through rules

(iii) To comply with any judgement or order under law

(iv) To protect or assist or provide service in a medical or health emergency,
disaster situation or maintain public order and

(v) In relation to an employee.”

Further, during evidence, the representatives of the Ministry stated that-

TN, TIAFGIH dI GlgT dF §id & dal [FFgiRer
IR~ Glsetadr 3IsT 371G & felv ART FAFZIRST
Pl ST ANCPIST TotHior & 3odd FIHBIT & [T
Rad, #fefeeswer HHisiar & v, ¥ere-ied &
1e1T 3 &iarer, SFIFRRT eIt o vrpidAe
3cglfa & [elT 3eT UasiFqorg &1 JIaeiT &/ 3T
qicerereT &5 H 305 SHBI QNI IHEFR 17T fa d 3er
Sdor @ Sra #R. RIFrad # Sird #. Gedlocior
FTIT. I AHITH & [elT fGorlaeer & et
Scglfa & TR 3G [F9ERT ¢/ HIN FHi5 TR
3eolt8T INAT & dl 3 TN Bl 38D ] H RpHS H7
o & 3 TP Tg 3i7aer HT bl & & FTalad
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H 58S FTHISE 371G &l salidh A 1aIT T, [Ghad
&7} 1 HITST H 15 3N JehHTA 7 611

XIl. Accountability and Deterrence Mechanism under the Digital Personal Data
Protection Bill

32. The Committee enquired about the provisions that have been made to provide
compensation to data principal in case of data breach. The reply of the Ministry is as
follows-

“‘Determination of compensation of any significant amount is ordinarily a
judicial function performed by civil courts or tribunals specially empowered
in this behalf. The Data Protection Board is not a court or a tribunal. Any
individual who suffers a civil wrong can invoke legal liability as a claimant
against the person committing such wrongful act for compensatory
damages, under torts law. A person who suffers a civil wrong on account of
violation of her rights or non-compliance of obligations by a Data Fiduciary
may raise such a claim before a civil court in consequence of such wrong.
Such a person could also cite any penalty imposed by the Board for non-
compliance as material in support of his/her claim.”

33. Further, to a query on deterrent clauses against the big tech companies who
commit an offence of data breach, the Ministry responded that-
“The companies collecting the personal data for specified purposes are
defined as Data Fiduciaries in the Bill. A large corporate Data Fiduciary
can be identified as Significant Data Fiduciary (SDF) on the basis of the
specific criteria. These SDF, in addition to the general obligations, will
have to meet additional obligations like appointing India based data
protection officer, conducting data protection impact assessment and
data audit. In addition to these obligations, to make Data Fiduciaries
accountable for the data processing, there are provision to impose
financial penalty by data protection board in case of personal data breach
by data fiduciaries after due inquiry under the principle of natural justice. .
The Bill entrusts entities to take reasonable security safeguards to
prevent personal data breach with respect to the personal data in its
possession making them accountable to the individuals. Further, if the
Board determines on conclusion of an inquiry that breach of the
provisions of this Act or the rules by the entity is significant, it may, after
giving the person an opportunity of being heard, impose monetary
penalty. Also, the Central Government may, on the request of Board that
intimates the imposition of monetary penalty on the entity in more than
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two instances and advises in the interests of the general public, instruct
the appropriate agencies/intermediary to block the services of the entity.”

34. Further, during evidence, the representatives of the Ministry stated that-
HElad, SHF JHelldl lseloRid & 8o F& el HileeraRie 87,

3er det arel IR GINT #e areh 3§19 aF @legereT 81, BN TR
g forr 4 dge fow BT &1 2 3eT EehedeT & FdlT & FO
faferse @7 8, S aTal & HH H 3@ SIIGT TICFUT I TR
& i fafFsifede der fbgeliedt & ot a3 41 a3 3e1 & ot #va &
3573 FHIfeoT R & FX TR gl Ffew| 3ol [GFAGIRIT F& Jifeld
gl TRT, a Fo visee Jifeor R &l e ear Fo e H &
A7 el IGFRAGIRAT 3if80% &), dledh 3aa A0 dar dwansd st 811 s
f& v# sergidaosT Jifav &, a8 39 @il & fov [GFAar &1 aF
et FuAr @& i3 @ Rulic #/ Tg 33975¢ 3erziifoed & 3fav-se
HBE T H 3T GReFIT s FATHE F T Ga & PR
AN G ST FR| OF Fo-F& HIARFT &T1cd 30! BT Sl &1 Bsver
TCoAldnrT H Gdader 3T 3P fesa @1 & fGa# e @1 Hd~< glar
TRT) UsT FT ARTGIRT GlAT eV, a=ll & Yol Telal 13 fd 37
FT &1 AN TgT G 18 &ier & Raia & &1 a1 f@pfaaxer HACRT,
ENANCTT USERET3IGIaT GIRE & HHA H 3HH I+ &1 T ar Filsorarera
3R aifRca & il o) & sifler §risew 3irs ser Afdved & ik
FIE ST 3er gicFersT &1°

35. With regard to the mechanism that has been devised in the proposed DPDP
Bill to fast track prosecutions, the Ministry stated that -
“The proposed DPDP Bill does not provision any criminal liability, the
liabilities envisaged are civil in nature. However, provisions of existing
laws will continue.”

36. During evidence, the representatives of the Ministry further stated that —

“Hglcd, gART HINAY ¢ & &3 a9RE 3R goaars & ufchar oo
g1 ST &1 & el @ Relld & ) SUer Bihd el §
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safav Aftwes & SIRT fiaig dfca Fa W IR fear &1 afe
dg TIT &I Ieldl TdIhR *{&@@é%ﬁﬂﬁmﬂ@ﬁ?
#H 3Eefher &ar § A 91 3Q THER T §U AHA H A
Thar g1 IS S # 3TH Sooud giar &, aF 39 A &3
e AfhT €3 ot T S 39 Relw &of &1 fgem & ar
ST SEe 5 gEear #1 Ae Seg & I Tersciafady &
for Ay d9edt W, FE«fge daedr WX o fGar gl
forfAsTer 3hasT 3mar off &1 I hfAaar s 3w gee gidr &,
afe AT §U TH AT 3T gEY H ol § AN ISR H Ry
405 H ST 3% ¢¥C gl §AR BT Tae H Il Ield dlh o
ST &l T a1 feam Srar §, dF ORT 43 &7 digelRe § 3 9rT
46 % dgd HRIAE FT ¢ o I 31 FhaT §1“

37. Broadly, the proposed obligations of the Data Fiduciary will include
implementation of technical and organisational measures for compliance, security
safeguards to prevent data breach, intimation of data breaches to affected Data
Principals and the Data Protection Board, erasure of data upon withdrawal of consent
or when retention is no longer necessary for the specified purpose, publishing of
contact details of person to answer queries of Data Principals, establishing of a
grievance redressal system, and use of Data Processors only under contract.

38. Further, certain additional obligations are proposed in respect of Data
Fiduciaries notified as Significant Data Fiduciaries, such as appointing a data auditor
and conducting periodic Data Protection Impact Assessment to ensure higher degree
of data protection.

39. To a query about the obligations of Data Fiduciaries, the Ministry replied as
follows-
“The companies collecting the personal data for specified purposes are
defined as Data Fiduciaries in the Bill. A large corporate Data Fiduciary can
be identified as Significant Data Fiduciary (SDF) on the basis of the specific
criteria. These SDF, in addition to the general obligations, will have to meet
additional obligations like appointing India based data protection officer,
conducting data protection impact assessment and data audit. In addition to
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these obligations, to make Data Fiduciaries accountable for the data
processing, there are provision to impose financial penalty by data protection
board in case of personal data breach by data fiduciaries after due inquiry
under the principle of natural justice. . The Bill entrusts entities to take
reasonable security safeguards to prevent personal data breach with respect
to the personal data in its possession making them accountable to the
individuals. Further, if the Board determines on conclusion of an inquiry that
breach of the provisions of this Act or the rules by the entity is significant, it
may, after giving the person an opportunity of being heard, impose monetary
penalty. Also, the Central Government may, on the request of Board that
intimates the imposition of monetary penalty on the entity in more than two
instances and advises in the interests of the general public, instruct the
appropriate agencies/intermediary to block the services of the entity.”

Xll.  Flexibility and evolvability of the provisions of the draft Bill

40. On the issue of laws governing data privacy and the implications for the Al
community, the Ministry submitted as follows-

“The DPDP Bill, 2023 empowers the Central Government to exempt, the
application of the provisions of the proposed legislation to the processing of
personal data necessary for research purposes, if the personal data is not to
be used to take any decision specific to a Data Principal and processing is
carried on in accordance with specified standards. This provision may be
made use of to address any concerns regarding data availability for Al
research. Further, the Bill is not applicable to data made publicly available
by Data Principals or pursuant to any obligation by law to disclose such
data, making available sizeable volumes of data for Al research. Information
Technology is undergoing evolution at a very fast pace with huge social and
economic impact, thus law governing it should have sufficient flexibility to
address changing situations and emerging requirements. Therefore, while
the Bill sets out the rights and duties of Data Principals and the obligations
of Data Fiduciaries, it attempts to retain sufficient flexibility to address such
requirements. The DPDP, 2023 has been drafted as a technology agnostic
legislation as the digital technology is undergoing evolution at a very fast
pace with huge social and economic impact, thus law governing it should
have sufficient flexibility to address changing situations and emerging
requirements. Therefore, while the Bill sets out the rights and duties of Data
Principals and the obligations of Data Fiduciaries, it attempts to retain
sufficient flexibility to address such requirements.”
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41. Many provisions in the Bill have a clause saying “as may be prescribed” or its

equivalence. The Ministry explained it as follows-
“The Draft DPDP Bill, 2023 comprises appropriate rulemaking provisions.
Information Technology is undergoing evolution at a very fast pace with
huge social and economic impact, thus law governing it should have
sufficient flexibility to address changing situations and emerging
requirements. Therefore, while the Bill sets out the rights and duties of
Data Principals and the obligations of Data Fiduciaries, it attempts to
retain sufficient flexibility to address such requirements. Further, most of
the matters that are ‘prescribed by rules’ are matters of procedure and
detail, which it may not be practicable to provide for in the Bill itself.
Moreover, every rule made has to be laid in the Parliament for its
acceptance, modification or annulment.”

42. The Committee raised concerns raised during one of its Sittings on various
matters including 'rule making' powers of Central Government. The Ministry
responded to the concerns as follows-

“The current draft of DPDP Bill, 2022 has been prepared considering the
dynamic nature of the subject as the threat landscape keeps evolving at a
high pace where dynamic decision making and changes in the processes
are desired to counter the ever evolving the threat landscape. Owing to the
explained dynamicity, to address the public concerns as the challenges
evolve and to provide sufficient adaptability, the draft Bill provides for rule-
making power to the Central government. The Rules are to be laid in the
Parliament. The delegations are more of routine in nature and are provided
in every legislation to make implementation practical and feasible.”
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PART-II

RECOMMENDATIONS

“Citizen Data Security & Privacy”

Introductory- Need For Dedicated Legislation on Data Privacy:

1. In recent years, personal data protection issues have gained
significant attention in public discussions and debates. It has become evident
that while the Internet and technology bring about positive connectivity, they
also create an environment where user harm and misuse can thrive in the
absence of appropriate rules and laws. To address these concerns, it is crucial
for laws and regulations governing the Internet to be built upon foundational

principles of openness, safety, trust, and accountability.

The Supreme Court, in the matter of Justice K. S. Puttaswamy (Retd.) and Anr.
vs. Union of India and Ors., has recognized the right to privacy as an essential
part of the fundamental rights guaranteed by the Constitution. The Court
commended the Union Government to put into place a robust regime for data
protection. This landmark judgment highlights the significance of protecting

privacy in the digital age.

In light of the growing significance of protection of citizen’s personal data and
the need to strengthen data protection laws, the Government introduced the
Personal Data Protection Bill, 2019, in the Parliament in December, 2019. After
consideration, the Bill was referred to the Joint Committee of Parliament, which
engaged in consultations and submitted a Report. Taking into account feedback
from stakeholders and various agencies, the Bill was, however, withdrawn in
August, 2022.

Subsequently, on November 18, 2022, the Government published a new draft
Bill, titled the Digital Personal Data Protection Bill, 2022, and initiated public
consultation on this. The Observations/Recommendations of the Committee are
given under the subsequent paragraphs.
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The Cyber Conundrum- Addressing the Surge of Cyber Crimes And Urgent Call

For Requlatory Action:

2. The Committee acknowledge that data in general and personal data in
particular are at the core of this fast-growing digital economy and ecosystem of
digital products, services and intermediation. In the post-pandemic world, this
progress has been exemplified by the staggering number of e-transactions, with
over 40 crore transactions occurring daily, and the immense volume of UPI
transactions, totaling Rs. 12.8 trillion, on December, 2022. India's digital
adoption has been remarkable, providing internet access to approximately 76

crore citizens.

However, amidst this global digital transformation, the Committee
recognize the dual nature of the digitization of personal data. While it has
revolutionized service delivery and significantly improved the ease of living, it
has also exposed individuals to mounting vulnerability due to the growing risk
of personal data misuse. To address this concern, the Governments around the
world have responded by enacting data protection laws to safeguard digitized
personal data. The Committee are also conscious of the fact that in addition to
the global impact, recent cyber-attacks on India's prestigious medical
institution, have exposed the deficiencies to counter such attacks, in the
absence of a comprehensive data protection law. The Committee firmly believe
that in the absence of well-defined rights and obligations of individuals and
entities responsible for data processing, the interests of stakeholders are not
adequately safeguarded. The Committee are of the firm opinion that there is an
urgent need to introduce a data protection law, that effectively combats the
growing menace of cybercrime, ensures public order and also strengthens
India's defense capabilities. Hence, the Committee emphasize the imperative
need for enactment of an appropriate law to ensure comprehensive and robust
safeguards for citizens' data security and privacy in an ever-evolving digital

landscape.
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Inclusive and Comprehensive Consultation Journey for Comprehensive

Solutions:

3. The Committee have been informed that Ministry has undergone a
thorough and comprehensive process of consultation thereby ensuring
comprehensive input from various stakeholders while drafting the Bill to
safeguard citizen’s data and privacy. The Committee observe that the Ministry
had invited public comments on the draft Bill in 2022. Further, inter-ministerial
consultations were initiated to gather feedback on-the-Bill. The Committee were
informed that along with the people’s feedback, the Ministry also received
feedback from 45 Ministries/Departments, a total of 21666 comments were
received from various stakeholders. Subsequently, the Parliamentary Standing
Committee were briefed on the intricacies of the subject ‘citizen’s data security
and privacy’ in December, 2022 and June, 2023. The Committee are pleased to
learn that the concerns raised during these meetings, regarding the "rule-
making” powers of the Central Government, compensation from data
fiduciaries, duties on data principals, and the establishment of a grievance
redressal system for data principals, etc., have been suitably incorporated in the
Draft Bill. The Committee exhort and recommend that the Ministry will not be
complacent and will actively pursue necessary improvements to the legislation
to effectively adapt to the ever-evolving and dynamic nature of digital
technologies whenever the need arises.

4. The Committee have been informed that the Ministry is in a process of
enacting a law with a purpose to establish a robust framework for the
processing of digital personal data by striking a balance between safeguarding
individuals' rights to protect their personal data and facilitating lawful data
processing activities. This draft legislative initiative draws inspiration from
internationally recognized principles that underpin personal data protection
laws in diverse jurisdictions. For instance; the principle that usage of personal
data by organisations must be done in a lawful manner, which is fair and
transparent to the Data Principals; the principle of purpose, i.e., the personal
data be used only for the purpose for which it was collected; the principle of

data minimisation, i.e., only those items of personal data be collected as are
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required for attaining the specified purpose; the principle of accuracy of
personal data, i.e., reasonable effort be made to ensure that the personal data is
accurate and kept up to date; the principle of storage limitation, i.e., personal
data not be stored perpetually by default and storage be limited to such duration
as is necessary for the specified purpose; the principle that reasonable
safeguards be taken to prevent personal data breach; the principle that the
person who decides the purpose and means of processing of personal data
should be accountable for such processing.

The Committee firmly believe that the implementation of the a suitable
legislation to safeguard citizen’s data and privacy will be a much needed step in
the domain of data processing, as it effectively brings the previously
unregulated landscape under comprehensive regulation in a seamless and non-
disruptive manner. In this regard, the Committee are of the considered view that
enactment of such a law will herald a new era of enhanced data security and
privacy protection, ensuring the safeguarding of personal information and
fostering trust in the digital ecosystem.

5. Regarding the proposed Digital Personal Data Protection Bill, published
by the Ministry in November, 2022 the Committee has been apprised that its
primary objective is to establish a comprehensive legal framework that governs
the protection of digital personal data. The Bill addresses the previously
unregulated realm of data processing in a manner that minimizes disruption for
all stakeholders, including Data Principals, Data Fiduciaries, regulatory bodies,
and both State and non-State entities. It ensures consistency with existing laws
and serves as a horizontal legislation that applies to various entities,
encompassing the State and its instrumentalities, and non-State actors alike.
The Committee observe that the proposed Digital Personal Data Protection Bill
incorporates a number of innovative features, viz., for the first time in any
Central Act or Bill, women have been acknowledged by using the feminine
pronoun “she” for a person. It also provides Data Principals the option of giving
consent for personal data processing in any language enumerated in the Eighth

Schedule to the Constitution. The Committee were apprised that while drafting,
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it has been ensured that the rights and consent based model approach is
appropriately balanced.

The Ministry informed that it offers a simpler law which is easy to
understand and administer. The Committee appreciate that unlike the previous
Bill i.e. Personal Data Protection Bill, 2019, the proposed Bill consciously
follows an approach of providing for protection of personal data as a whole,
without further classification, thereby avoiding issues of interpretation and
classification-based protection. The Data Bill aims to strike the right balance
between rights, commerce and innovation.

In view of the above, the Committee have every reason to believe that
enactment of a comprehensive law on citizen’s data security and privacy will
have various tangible benefits such as enhancing data security measures,
fortifying privacy protections, fostering greater transparency and accountability
in data processing practices, empowering individuals with greater control over
their personal information, and instilling public confidence in the digital
ecosystem.

Globally aligned - embracing international best practices:

6. The Committee have been apprised that the Government has made all out
effort in formulating the Bill by taking into account best global practices
observed in the personal data protection laws of Singapore, Australia, the
European Union, and the prospective federal legislation of the United States of
America. The Committee have been informed that the fundamental principles
that underpin personal data protection laws in various jurisdictions, also form
the basis of the Draft Digital Personal Data Protection Bill. These principles
include the lawful, fair, and transparent usage of personal data by organizations,
the principles of purpose, data minimization, accuracy, storage limitation, and
the need for reasonable safeguards. It is encouraging to find the Ministry’s
submission that the Bill aligns with the data protection laws of other
jurisdictions, featuring financial penalties instead of criminalization, imposing
additional obligations on specific Data Fiduciaries (known as Significant Data
Fiduciaries in the Bill), resembling the approach of the European Union and

Singapore. The Bill also establishes supplementary obligations and safeguards
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for the processing of personal data of children, following the model of the
Singaporean data protection law. Further, provisions for cross-border data
transfer, similar to those found in the European Union and Singapore, are also
incorporated into the Bill. The Committee also appreciate the fact that by using
the word “she” instead of “he”, for the first time, women have been
acknowledged in any Central Act or Bill. The Committee are hopeful that the Bill
while absorbing international practices would exemplify the best of the know-
how to India and become a model legislation for the other countries to follow.

7. The Committee note that as of today, to protect personal data of users,
the Central Government, in exercise of its powers under the Information
Technology Act, 2000, has prescribed reasonable security practices and
procedures for sensitive personal data or information through the Information
Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011. While these rules impose obligations
on data collectors and processors to ensure reasonable security practices, the
Committee recognize the need for a more comprehensive framework that
delineate the rights and responsibilities of individuals whose digital personal
data is involved, as well as the obligations of entities determining the purpose
and methods of data processing. In order to strengthen personal data protection
laws, the Government has developed and published a comprehensive legal
framework known as the draft Digital Personal Data Protection Bill, 2022.
Further, due to the outdated nature of the Information Technology Act,
enacted in 2000, the need for its substitution with the Digital India Act has
become imminent. The Ministry is actively working on the Bill, which is
expected to be rolled out in the near future. Recognizing the pressing need to
fortify personal data protection laws, the introduction and subsequent
implementation of the Digital India Bill becomes an imperative step forward.
The Committee, therefore, strongly urge the Ministry to promptly finalize the
framework of the Digital India Bill and expedite its enactment without any undue

delay.
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8. During the evidence the Committee were informed that the enactment of
the Digital Personal Data Protection Bill necessitates amendments to certain
provisions of the Information Technology Act, including Section 43A, Section
81, and Section 87. Even power of disclosure under Right to Information Act,
which exempts from disclosure of personal information but empowers PIO/
Appellate Authority to disclose despite exemption has to be removed. The
Committee urges the Ministry to proactively revisit the provisions of the
Information Technology Act to ensure their congruence with the Constitutional
spirit. The Committee further emphasize the need for bringing out subsequent
amendments to other relevant acts, particularly the Information Technology Act,

to complement the provisions outlined in the DPDP BiIll.

Ensuring robust safequards for inclusive digital access through citizens’

awareness:

9. The Committee note that the safeguards proposed for processing of
personal data of children include processing only with parental consent and not
undertaking processing detrimental to children’s well-being or involving
tracking, behavioural monitoring or targeted advertising. However, to enable
use in cases like protection of abandoned children, etc. The Committee have
been apprised that the Ministry has made essential revisions to the draft, taking
into account public feedback regarding the consideration of a child's maturity
when determining the age of consent. Government may notify purposes where
processing may be allowed without parental consent or with tracking, etc. The
Committee further note that the Bill includes provisions that enable the
establishment of prescribed methods for obtaining consent and delivering
notices. As the Bill progresses, the consent and notice mechanisms may even
incorporate visual elements, allowing for easier understanding and
accessibility. The Committee urge the Ministry to incorporate these enabling
provisions, so as to extend its benefits to digitally illiterate individuals, ensuring
their inclusion in the evolving landscape of data privacy and protection.

The Committee are aware of the “Pradhan Mantri Gramin Digital
Saksharta Abhiyan (PMGDISHA)” scheme that aims to usher in digital literacy in
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rural India by covering 6 crore rural households (one person per household). To
ensure equitable geographical reach, each of the 2,50,000 Gram Panchayats
across the country are registering an average of 200-300 candidates. Special
focus of the said Scheme is on training the beneficiaries on use of Electronic
Payment System. As on 31st October, 2022, a total of 6.51 crore beneficiaries
have been enrolled, out of which training has been imparted to 5.59 crore
beneficiaries, out of this more than 4.15 crore beneficiaries have been certified
under the PMGDISHA Scheme. The Committee recognize that the Scheme aims
to bridge the digital divide, specifically targeting the rural population including
the marginalised sections of society and is complementary to the Digital
Personal Data Protection Bill which aims at inclusive governance.

The Committee therefore exhort the Ministry to put in all efforts in
accelerating the progress of digital literacy while simultaneously aiming at a

digitally safe cyber ecosystem for the citizens.

Enhancing Citizen Awareness and Safeguarding Digital Personal Data:

10. The Committee have been apprised during the deliberations that the Draft
legislation to safeguard citizen’s data security and privacy is slated to be
introduced in the Parliament not only enhances the ease of doing business and
ease of living but also enables speedier adjudication by providing for alternate
dispute resolution and acceptance of voluntary undertakings by the
adjudicatory body in an accountable manner. Further, any individual
experiencing harm due to a civil wrong can seek compensation through torts
law. This includes cases where a Data Fiduciary violates rights or fails to fulfill
obligations. The affected person can bring a claim in a civil court and cite
penalties imposed by the Board in support of his/her claim. The Committee
strongly believe that ensuring public awareness on the mechanisms for
alternative dispute resolution and remedies available in Civil Court is vital to
protect citizens' interests. While acknowledging the provisions empowering
individuals to exercise their rights over personal data, the Committee urge the

Ministry to collaborate with State/UT Governments in organizing impactful
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awareness campaigns. These campaigns should educate the public about
alternative remedies in cases of harm caused by civil wrongs violating their
rights. Additionally, there is a need to counsel and inform individuals about the
option of Alternate Dispute Resolution through mediators. The Committee also
suggest the establishment of a helpline nhumber or online Al-based chatbot to

provide guidance to affected individuals.

11. The Committee have been informed during the deliberation that draft Bill
has a provision for robust consent mechanism and notice requirements
regarding the usage of personal data. It emphasizes the importance of providing
consent and notice in languages specified in the Eighth Schedule to the
Constitution to ensure clarity and comprehension. It includes provisions that
allow for the establishment of prescribed methods for obtaining consent and
delivering notices. It also provides for Data Principals to have the right to
withdraw their consent at any time. The Committee are pleased that it
recognizes the need for the consent framework to adapt and improve over time
for the processing of personal data. Therefore, the Committee urge the Ministry
to ensure that the default consent settings are designed to extend benefits to
data principals, especially digitally illiterate individuals. The Committee, further
urge the Ministry to incorporate visual elements for consent and notice,
promoting easier understanding, accessibility, and inclusive digital access
while defining the prescribed methods for obtaining consent and delivering

notices.

Further, to simplify the process and avoid the need to read the entire
document containing terms and conditions, it would be beneficial to provide a
summary or gist of the terms and conditions to the Data Principal. This would
enable him/her to provide informed consent. The Committee are pleased to see
that the it maintains enough flexibility to incorporate such a provision when
establishing prescribed rules and are hopeful that the culturally and
linguistically diverse population of India would benefit from an inclusive
legislation.
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12. The Committee are pleased to note that the provision of the 'Deemed
consent' clause, which was present in the draft Digital Personal Data Protection
Bill, 2022 , has been removed based on public consultation and feedback from
stakeholders. The personal data can now only be processed for certain
legitimate uses. These exemptions are limited to the State and its
instrumentalities to perform functions under law or in the interest of sovereignty
and integrity of India and security of the State, to provide or issue subsidies,
benefits, services, certificates, licences and permits that are prescribed through
rules, to comply with any judgement or order under law, to protect or assist or
provide service in a medical or health emergency, disaster situation or maintain
public order and in relation to an employee.

While recognizing the right to privacy, the Supreme Court has also
observed that privacy, like other fundamental rights, is not an absolute right.
However, any law encroaching upon privacy must withstand the scrutiny of
permissible restrictions on fundamental rights. Nevertheless, the Committee are
of the view that there is still a possibility of these exceptions being misused.
Therefore, the Committee strongly recommend the Ministry to devise a
mechanism to ensure that these exceptions do not become the general rule and
are used only in exceptional circumstances, with the aim of promoting ease of

living and the digital economy.

13. The Committee note that a person who suffers a civil wrong on account of
violation of her rights or non-compliance of obligations by a Data Fiduciary may
raise such a claim before a civil court in consequence of such wrong. Such a
person could also cite any penalty imposed by the Board for non-compliance as
material in support of his/her claim. Further, as part of the deterrent mechanism,
the Significant Data Fiduciary (SDF) in addition to the general obligations, will
have to meet additional obligations like appointing India based data protection
officer, conducting data protection impact assessment and data audit. In
addition to these obligations, to make Data Fiduciaries accountable for the data
processing, there are provision to impose financial penalty by data protection
board in case of personal data breach by data fiduciaries after due inquiry under

the principle of natural justice. The Bill entrusts entities to take reasonable
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security safeguards to prevent personal data breach with respect to the
personal data in its possession making them accountable to the individuals.
Further, if the Data Protection Board determines on conclusion of an inquiry
that breach of the provisions of this Act or the rules by the entity is significant,
it may, after giving the person an opportunity of being heard, impose monetary
penalty. Also, the Central Government may, on the request of Board that
intimates the imposition of monetary penalty on the entity in more than two
instances and advises in the interests of the general public, instruct the
appropriate agencies/intermediary to block the services of the entity.

The Committee note that like the data protection laws in the other
mentioned jurisdictions, the Bill does not make any provision for any criminal
liability, the liabilities envisaged are civil in nature. Although, criminal liability
under certain sections of IPC like 405 may also be invoked in the case of data
theft. The Committee are of the view that the criminal liability available under
IPC may also be informed to the Public at large which would have a deterrent
effect and fire fighting at a later stage would be avoided. Further, the Committee

assert and recommend that publicising the same would discourage data theft.

14. The Committee note that the current draft of the Digital Personal Data
Protection Bill, 2022 has been prepared with consideration for the dynamic
nature of the subject matter. The threat landscape is constantly evolving at a
rapid pace, requiring dynamic decision-making and the ability to adapt
processes to counter these evolving threats. In order to address public
concerns and provide sufficient adaptability, the draft Bill grants rule-making
power to the Central government. The draft has been designed as technology-
agnostic legislation to accommodate the rapid evolution of digital technology,
which has significant social and economic impacts. Therefore, the law
governing digital technology should possess the necessary flexibility to
address changing situations and emerging requirements. While the Bill outlines
the rights and duties of Data Principals and the obligations of Data Fiduciaries,

it aims to retain sufficient flexibility to address these evolving needs.
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The Committee are of the opinion that delegations of power are common
in legislation and serve to make implementation practical and feasible. The
Committee firmly believe that no legislation can be perfect from the outset. It
evolves over time and is fine-tuned in response to changing circumstances. The
Committee, therefore, urge that the provisions that cannot be fully defined
within the scope of the Bill can be addressed through rules prescribed under
the Bill, which are subsequently presented to Parliament. The Committee
appreciate the wise step of making space for subordinate legislation, as it
allows necessary flexibility to address changing situations and emerging
requirements. However, the Committee also wish to caution the Ministry about
the judicious use of rule-making powers and emphasizes the importance of
employing them responsibly and with utmost care.

Conclusion:

15. In summation, the Committee, in no uncertain words stress the urgent
necessity for the early enactment of a robust and all-encompassing legislation
that effectively safeguards citizens' data and privacy. As the digital landscape
continues to evolve rapidly, such legislation would serve as a crucial protective
measure, ensuring the secure and responsible handling of personal information
while instilling public confidence in the digital ecosystem. Delaying the
implementation of such a comprehensive framework could potentially expose
individuals to various risks and compromise the privacy rights of citizens.
Hence, the Committee strongly advocate for the immediate action of enacting
this crucial legislation to protect the interests and rights of citizens in the digital
age. The Committee emphasize that the Observations and Recommendations

put forth in this Report should be duly considered in the process.

New Delhi; PRATAPRAO JADHAV,
...31....July, 2023 Chairperson,
...9.Sravana, 1945 (Saka) Standing Committee on

Communications and Information Technology.
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Schedule 1 24

THE DIGITAL PERSONAL DATA PROTECTION BILL, 2022

The purpose of this Act is to provide for the processing of digital personal data in a manner

that recognizes both the right of individuals to protect their personal data and the need to

process personal data for lawful purposes, and for matters connected therewith or
incidental thereto.
Chapter 1: PRELIMINARY

1.  Short Title and Commencement

(1) This Act may be called the Digital Personal Data Protection Act, 2022.

(2) It shall come into force on such date as the Central Government may, by notification
in the Official Gazette, appoint. Different dates may be appointed for different
provisions of this Act. Any reference in any provision of this Act to the commencement
of this Act shall be construed as a reference to the commencement of that provision.

2.  Definitions

In this Act:—

(1) “automated” means any digital process capable of operating automatically in
response to instructions given or otherwise for the purpose of processing data;
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(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

(10)

(11)

“Board” means the Data Protection Board of India established by the Central
Government for the purposes of this Act;

“child” means an individual who has not completed eighteen years of age;

“data” means a representation of information, facts, concepts, opinions or
instructions in a manner suitable for communication, interpretation or processing by
humans or by automated means;

“Data Fiduciary” means any person who alone or in conjunction with other persons
determines the purpose and means of processing of personal data;

“Data Principal” means the individual to whom the personal data relates and where
such individual is a child includes the parents or lawful guardian of such a child;

“Data Processor” means any person who processes personal data on behalf of a Data
Fiduciary;

“Data Protection Officer” means an individual appointed as such by a Significant Data
Fiduciary under the provisions of this Act;

“gain” means-

(a) gain in property or a supply of services, whether temporary or permanent; or

(b) an opportunity to earn remuneration or greater remuneration or to gain a
financial advantage otherwise than by way of remuneration.

“harm”, in relation to a Data Principal, means -

(a) any bodily harm; or

(b) distortion or theft of identity; or

(c) harassment; or

(d) prevention of lawful gain or causation of significant loss;

“loss” means —
(a) loss in property or interruption in supply of services, whether temporary or
permanent; or

(b) a loss of an opportunity to earn remuneration or greater remuneration or to gain
a financial advantage otherwise than by way of remuneration.

Page 3 of 24



(12)

(13)

(14)

(15)

(16)

(17)

(18)

“person” includes—

(a) anindividual;

(b) a Hindu Undivided Family;

(c) a company;

(d) afirm;

(e) an association of persons or a body of individuals, whether incorporated or not;
(f) the State; and

(g) every artificial juristic person, not falling within any of the preceding sub-clauses;

“personal data” means any data about an individual who is identifiable by or in
relation to such data;

"personal data breach" means any unauthorised processing of personal data or
accidental disclosure, acquisition, sharing, use, alteration, destruction of or loss of
access to personal data, that compromises the confidentiality, integrity or availability
of personal data.

“prescribed” means prescribed by Rules made under the provisions of this Act;

“processing” in relation to personal data means an automated operation or set of
operations performed on digital personal data, and may include operations such as
collection, recording, organisation, structuring, storage, adaptation, alteration,
retrieval, use, alignment or combination, indexing, sharing, disclosure by
transmission, dissemination or otherwise making available, restriction, erasure or
destruction;

“proceeding” means any action taken by the Board under the provisions of this Act;

“public interest” means in the interest of any of the following:

(a) sovereignty and integrity of India;

(b) security of the State;

(c) friendly relations with foreign States;

(d) maintenance of public order;

(e) preventing incitement to the commission of any cognizable offence relating to
the preceding sub-clauses; and

(f) preventing dissemination of false statements of fact.
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3.

Interpretation

In this Act: -

(1)

(2)

(3)

(1)

(2)

(3)

unless the context otherwise requires, a reference to “provisions of this Act” shall be
read as including a reference to Rules made under this Act.

“the option to access ... in English or any language specified in the Eighth Schedule to
the Constitution of India” shall mean that the Data Principal may select either English
or any one of the languages specified in the Eighth Schedule to the Constitution of
India;

the pronouns “her” and “she” have been used for an individual, irrespective of gender.

Application of the Act

The provisions of this Act shall apply to the processing of digital personal data within
the territory of India where:

(a) such personal data is collected from Data Principals online; and

(b)  such personal data collected offline, is digitized.
The provisions of this Act shall also apply to processing of digital personal data outside
the territory of India, if such processing is in connection with any profiling of, or
activity of offering goods or services to Data Principals within the territory of India.
For the purpose of this sub-section, “profiling” means any form of processing of
personal data that analyses or predicts aspects concerning the behaviour, attributes or
interests of a Data Principal.
The provisions of this Act shall not apply to:

(a) non-automated processing of personal data;

(b) offline personal data;

(c) personal data processed by an individual for any personal or domestic
purpose; and

(d) personal data about an individual that is contained in a record that has been in
existence for at least 100 years.
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5.

(1)

(2)

Chapter 2: OBLIGATIONS OF DATA FIDUCIARY

Grounds for processing digital personal data

A person may process the personal data of a Data Principal only in accordance with
the provisions of this Act and Rules made thereunder, for a lawful purpose for which
the Data Principal has given or is deemed to have given her consent in accordance
with the provisions of this Act.

For the purpose of this Act, “lawful purpose” means any purpose which is not
expressly forbidden by law.

Notice

On or before requesting a Data Principal for her consent, a Data Fiduciary shall give to
the Data Principal an itemised notice in clear and plain language containing a
description of personal data sought to be collected by the Data Fiduciary and the
purpose of processing of such personal data.

Where a Data Principal has given her consent to the processing of her personal data
before the commencement of this Act, the Data Fiduciary must give to the Data
Principal an itemised notice in clear and plain language containing a description of
personal data of the Data Principal collected by the Data Fiduciary and the purpose for
which such personal data has been processed, as soon as it is reasonably practicable.

For the purpose of this section: -

(@) “notice” can be a separate document, or an electronic form, or a part of the
same document in or through which personal data is sought to be collected, or in
such other form as may be prescribed.

(b) “itemised” means presented as a list of individual items.

lllustration: ‘A’ contacts a bank to open a reqular savings account. The bank asks ‘A’ to
furnish photocopies of proof of address and identity for KYC formalities. Before
collecting the photocopies, the bank should give notice to ‘A’ stating that the purpose
of obtaining the photocopies is completion of KYC formalities. The notice need not be a
separate document. It can be printed on the form used for opening the savings bank
account.
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(3)

(1)

(2)

(3)

(4)

The Data Fiduciary shall give the Data Principal the option to access the information
referred to in sub-sections (1) and (2) in English or any language specified in the Eighth
Schedule to the Constitution of India.

Consent

Consent of the Data Principal means any freely given, specific, informed and
unambiguous indication of the Data Principal's wishes by which the Data Principal, by
a clear affirmative action, signifies agreement to the processing of her personal data
for the specified purpose.

For the purpose of this sub-section, “specified purpose” means the purpose
mentioned in the notice given by the Data Fiduciary to the Data Principal in
accordance with the provisions of this Act.

Any part of consent referred in sub-section (1) which constitutes an infringement of
provisions of this Act shall be invalid to the extent of such infringement.

lllustration: ‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’. As part of
the contract, ‘B’ consents to: (a) processing of her personal data by ‘A’, and (b) waive
her right to file a complaint with the Board under the provisions of this Act. Part (b) of
the consent by which ‘B’ has agreed to waive her right shall be considered invalid.

Every request for consent under the provisions of this Act shall be presented to the
Data Principal in a clear and plain language, along with the contact details of a Data
Protection Officer, where applicable, or of any other person authorised by the Data
Fiduciary to respond to any communication from the Data Principal for the purpose of
exercise of her rights under the provisions of this Act. The Data Fiduciary shall give to
the Data Principal the option to access such request for consent in English or any
language specified in the Eighth Schedule to the Constitution of India.

Where consent given by the Data Principal is the basis of processing of personal data,
the Data Principal shall have the right to withdraw her consent at any time. The
consequences of such withdrawal shall be borne by such Data Principal. The
withdrawal of consent shall not affect the lawfulness of processing of the personal
data based on consent before its withdrawal. The ease of such withdrawal shall be
comparable to the ease with which consent may be given.

lllustration: ‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’. As part of
the contract, ‘B’ consents to processing of her personal data by ‘A’. If ‘B’ withdraws her
consent to processing of her personal data, ‘A’ may stop offering the service ‘X’ to ‘B’.
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(5)

(6)

(7)

(8)

(9)

If a Data Principal withdraws her consent to the processing of personal data under
sub-section (4), the Data Fiduciary shall, within a reasonable time, cease and cause its
Data Processors to cease processing of the personal data of such Data Principal unless
such processing without the Data Principal’s consent is required or authorised under
the provisions of this Act or any other law.

lllustration: ‘A’ subscribes to an e-mail and SMS-based sales notification service
operated by ‘B’. As part of the subscription contract, ‘A’ shares her personal data
including mobile number and e-mail ID with ‘B’ which shares it further with ‘C’, a Data
Processor for the purpose of sending alerts to ‘A’ via e-mail and SMS. If ‘A’ withdraws
her consent to processing of her personal data, ‘B’ shall stop and cause ‘C’ to stop
processing the personal data of ‘A’.

The Data Principal may give, manage, review or withdraw her consent to the Data
Fiduciary through a Consent Manager.

For the purpose of this section, a "Consent Manager" is a Data Fiduciary which enables
a Data Principal to give, manage, review and withdraw her consent through an
accessible, transparent and interoperable platform.

The Consent Manager specified in this section shall be an entity that is accountable to
the Data Principal and acts on behalf of the Data Principal. Every Consent Manager
shall be registered with the Board in such manner and subject to such technical,
operational, financial and other conditions as may be prescribed.

The performance of any contract already concluded between a Data Fiduciary and a
Data Principal shall not be made conditional on the consent to the processing of any
personal data not necessary for that purpose.

lllustration: If ‘A’ enters into a contract with ‘B’ to provide a service ‘X’ to ‘B’ then ‘A’
shall not deny to provide service ‘X’ to ‘B’ on B’s refusal to give consent for collection of
additional personal data which is not necessary for the purpose of providing service ‘X’.

Where consent given by the Data Principal is the basis of processing of personal data
and a question arises in this regard in a proceeding, the Data Fiduciary shall be obliged
to prove that a notice was given by the Data Fiduciary to the Data Principal and
consent was given by the Data Principal to the Data Fiduciary in accordance with the
provisions of this Act.
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8.

Deemed consent

A Data Principal is deemed to have given consent to the processing of her personal data if

such processing is necessary:

(1)

(2)

(3)

(4)

(5)

(6)

(7)

in a situation where the Data Principal voluntarily provides her personal data to the
Data Fiduciary and it is reasonably expected that she would provide such personal
data;

lllustration: ‘A’ shares her name and mobile number with a Data Fiduciary for the
purpose of reserving a table at a restaurant. ‘A’ shall be deemed to have given her
consent to the collection of her name and mobile number by the Data Fiduciary for the
purpose of confirming the reservation.

for the performance of any function under any law, or the provision of any service or
benefit to the Data Principal, or the issuance of any certificate, license, or permit for
any action or activity of the Data Principal, by the State or any instrumentality of the
State;

Hlustration: ‘A’ shares her name, mobile number and bank account number with a
government department for direct credit of agricultural income support. ‘A’ shall be
deemed to have given her consent to the processing of her name, mobile number and
bank account number for the purpose of credit of fertilizer subsidy amount to her bank
account.

for compliance with any judgment or order issued under any law;

for responding to a medical emergency involving a threat to the life or immediate
threat to the health of the Data Principal or any other individual;

for taking measures to provide medical treatment or health services to any individual
during an epidemic, outbreak of disease, or any other threat to public health;

for taking measures to ensure safety of, or provide assistance or services to any
individual during any disaster, or any breakdown of public order;

for the purposes related to employment, including prevention of corporate espionage,
maintenance of confidentiality of trade secrets, intellectual property, classified
information, recruitment, termination of employment, provision of any service or
benefit sought by a Data Principal who is an employee, verification of attendance and
assessment of performance;
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(8)

(9)

(1)

lllustration: ‘A’ shares her biometric data with her employer ‘B’ for the purpose of
marking A’s attendance in the biometric attendance system installed at A’s workplace.
‘A’ shall be deemed to have given her consent to the processing of her biometric data
for the purpose of verification of her attendance.

in public interest, including for:

(a)

(b)

(c)

(d)

(e)

(f)

(8)

prevention and detection of fraud;

mergers, acquisitions, any other similar combinations or corporate
restructuring transactions in accordance with the provisions of applicable laws;

network and information security;

credit scoring;

operation of search engines for processing of publicly available personal data;
processing of publicly available personal data; and

recovery of debt;

for any fair and reasonable purpose as may be prescribed after taking into
consideration:

(a) whether the legitimate interests of the Data Fiduciary in processing for that

purpose outweigh any adverse effect on the rights of the Data Principal;

(b) any public interest in processing for that purpose; and

(c) the reasonable expectations of the Data Principal having regard to the context of

the processing.

General obligations of Data Fiduciary

A Data Fiduciary shall, irrespective of any agreement to the contrary, or non-
compliance of a Data Principal with her duties specified in this Act, be responsible for

complying with the provisions of this Act in respect of any processing undertaken by it

or on its behalf by a Data Processor or another Data Fiduciary.
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(2) A Data Fiduciary shall make reasonable efforts to ensure that personal data
processed by or on behalf of the Data Fiduciary is accurate and complete, if the personal
data:

(a) is likely to be used by the Data Fiduciary to make a decision that affects the Data
Principal to whom the personal data relates; or

(b) is likely to be disclosed by the Data Fiduciary to another Data Fiduciary.

lllustration: ‘A’ has instructed her mobile service provider ‘B’ to mail physical copies of
monthly bills to her postal address. Upon a change in her postal address, ‘A’ duly
informs ‘B’ of her new postal address and completes necessary KYC formalities. ‘B’
should ensure that the postal address of ‘A’ is updated accurately in its records.

(3) A Data Fiduciary shall implement appropriate technical and organizational measures
to ensure effective adherence with the provisions of this Act.

(4)  Every Data Fiduciary and Data Processor shall protect personal data in its possession
or under its control by taking reasonable security safeguards to prevent personal data
breach.

(5) In the event of a personal data breach, the Data Fiduciary or Data Processor as the
case may be, shall notify the Board and each affected Data Principal, in such form and
manner as may be prescribed.

III

For the purpose of this section “affected Data Principal” means any Data Principal to

whom any personal data affected by a personal data breach relates.

(6) A Data Fiduciary must cease to retain personal data, or remove the means by which
the personal data can be associated with particular Data Principals, as soon as it is
reasonable to assume that:

(a) the purpose for which such personal data was collected is no longer being served
by its retention; and

(b) retention is no longer necessary for legal or business purposes.

lllustration (A): ‘A’ creates an account on ‘X’, a Social Media Platform. As part of the
process of creating the account, ‘A’ shares her personal data with ‘X’. After three
months, ‘A’ deletes the account. Once ‘A’ deletes the account, ‘X’ must stop retaining
the personal data of ‘A’ or remove the means by which the personal data of ‘A’ can be
associated with ‘A’.
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(7)

(8)

(9)

10.

(1)

(2)

(3)

(4)

lllustration (B): ‘A’ opens a savings account with a bank. As part of KYC formalities, ‘A’
shares her personal data with the bank. After six months, ‘A’ closes the savings
account with the bank. As per KYC rules, the bank is required to retain personal data
for a period beyond six months. In this case, the bank may retain ‘A’s’ personal data for
the period prescribed in KYC Rules because such retention is necessary for a legal
purpose.

Every Data Fiduciary shall publish, in such manner as may be prescribed, the business
contact information of a Data Protection Officer, if applicable, or a person who is able
to answer on behalf of the Data Fiduciary, the Data Principal’s questions about the
processing of her personal data.

Every Data Fiduciary shall have in place a procedure and effective mechanism to
redress the grievances of Data Principals.

The Data Fiduciary may, where consent of the Data Principal has been obtained, share,
transfer or transmit the personal data to any Data Fiduciary, or engage, appoint, use
or involve a Data Processor to process personal data on its behalf, only under a valid
contract. Such Data Processor may, if permitted under its contract with the Data
Fiduciary, further engage, appoint, use, or involve another Data Processor in
processing personal data only under a valid contract.

Additional obligations in relation to processing of personal data of children

The Data Fiduciary shall, before processing any personal data of a child, obtain
verifiable parental consent in such manner as may be prescribed.

For the purpose of this section, “parental consent” includes the consent of lawful
guardian, where applicable.

A Data Fiduciary shall not undertake such processing of personal data that is likely to
cause harm to a child, as may be prescribed.

A Data Fiduciary shall not undertake tracking or behavioural monitoring of children or
targeted advertising directed at children.

The provisions of sub-sections (1) and (3) shall not be applicable to processing of
personal data of a child for such purposes, as may be prescribed.
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11. Additional obligations of Significant Data Fiduciary

(1) The Central Government may notify any Data Fiduciary or class of Data Fiduciaries as

Significant Data Fiduciary, on the basis of an assessment of relevant factors, including:

(a)
(b)
(c)
(d)
(e)
(f)
(g)

the volume and sensitivity of personal data processed;
risk of harm to the Data Principal;

potential impact on the sovereignty and integrity of India;
risk to electoral democracy;

security of the State;

public order; and

such other factors as it may consider necessary;

(2)  The Significant Data Fiduciary shall:

(a)

(b)

(c)

appoint a Data Protection Officer who shall represent the Significant Data
Fiduciary under the provisions of this Act and be based in India. The Data
Protection Officer shall be an individual responsible to the Board of Directors or
similar governing body of the Significant Data Fiduciary. The Data Protection
officer shall be the point of contact for the grievance redressal mechanism under
the provisions of this Act;

appoint an Independent Data Auditor who shall evaluate the compliance of the
Significant Data Fiduciary with provisions of this Act; and

undertake such other measures including Data Protection Impact Assessment

and periodic audit in relation to the objectives of this Act, as may be prescribed.

For the purpose of this section, “Data Protection Impact Assessment” means a
process comprising description, purpose, assessment of harm, measures for
managing risk of harm and such other matters with respect to processing of

personal data, as may be prescribed.
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12.

Chapter 3: RIGHTS & DUTIES OF DATA PRINCIPAL

Right to information about personal data

The Data Principal shall have the right to obtain from the Data Fiduciary:

(1)

(2)

(3)

(4)

13.

(1)

(2)

14.

(1)

the confirmation whether the Data Fiduciary is processing or has processed personal
data of the Data Principal;

a summary of the personal data of the Data Principal being processed or that has
been processed by the Data Fiduciary and the processing activities undertaken by

the Data Fiduciary with respect to the personal data of the Data Principal;

in one place, the identities of all the Data Fiduciaries with whom the personal data has
been shared along with the categories of personal data so shared; and

any other information as may be prescribed.

Right to correction and erasure of personal data

A Data Principal shall have the right to correction and erasure of her personal data, in
accordance with the applicable laws and in such manner as may be prescribed.

A Data Fiduciary shall, upon receiving a request for such correction and erasure from a
Data Principal:

(a) correct a Data Principal’s inaccurate or misleading personal data;
(b) complete a Data Principal’s incomplete personal data;

(c) update a Data Principal’s personal data;

(d) erase the personal data of a Data Principal that is no longer necessary for the
purpose for which it was processed unless retention is necessary for a legal
purpose.

Right of grievance redressal

A Data Principal shall have the right to readily available means of registering a
grievance with a Data Fiduciary.
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(2) A Data Principal who is not satisfied with the response of a Data Fiduciary to a
grievance or receives no response within seven days or such shorter period as may
be prescribed, may register a complaint with the Board in such manner as may be
prescribed.

15. Right to nominate.

A Data Principal shall have the right to nominate, in such manner as may be prescribed, any
other individual, who shall, in the event of death or incapacity of the Data Principal, exercise
the rights of the Data Principal in accordance with the provisions of this Act.

For the purpose of this section, “incapacity” means inability to exercise the rights of the
Data Principal under the provisions of this Act due to unsoundness of mind or body.

16. Duties of Data Principal.

(1) A Data Principal shall comply with the provisions of all applicable laws while exercising
rights under the provisions of this Act.

(2) A Data Principal shall not register a false or frivolous grievance or complaint with a
Data Fiduciary or the Board.

(3) A Data Principal shall, under no circumstances including while applying for any
document, service, unique identifier, proof of identity or proof of address, furnish
any false particulars or suppress any material information or impersonate another
person.

(4) A Data Principal shall furnish only such information as is verifiably authentic while
exercising the right to correction or erasure under the provisions of this Act.
Chapter 4: SPECIAL PROVISIONS

17. Transfer of personal data outside India

The Central Government may, after an assessment of such factors as it may consider
necessary, notify such countries or territories outside India to which a Data Fiduciary may
transfer personal data, in accordance with such terms and conditions as may be specified.
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18.

(1)

(2)

(3)

(4)

Exemptions.

The provisions of Chapter 2 except sub-section (4) of section 9, Chapter 3 and Section
17 of this Act shall not apply where:

(a)

(b)

(c)

(d)

the processing of personal data is necessary for enforcing any legal right or
claim;

the processing of personal data by any court or tribunal or any other body in
India is necessary for the performance of any judicial or quasi-judicial function;

personal data is processed in the interest of prevention, detection, investigation
or prosecution of any offence or contravention of any law;

personal data of Data Principals not within the territory of India is processed
pursuant to any contract entered into with any person outside the territory of
India by any person based in India.

The Central Government may, by notification, exempt from the application of

provisions of this Act, the processing of personal data:

(a)

(b)

by any instrumentality of the State in the interests of sovereignty and integrity
of India, security of the State, friendly relations with foreign States, maintenance
of public order or preventing incitement to any cognizable offence relating to
any of these; and

necessary for research, archiving or statistical purposes if the personal data is
not to be used to take any decision specific to a Data Principal and such
processing is carried on in accordance with standards specified by the Board.

The Central Government may by notification, having regard to the volume and nature

of personal data processed, notify certain Data Fiduciaries or class of Data Fiduciaries

as Data Fiduciary to whom the provisions of Section 6, sub-sections (2) and (6) of

section 9, sections 10, 11 and 12 of this Act shall not apply.

The provisions of sub-section (6) of section 9 of this Act shall not apply in respect of

processing by the State or any instrumentality of the State.
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19.

(1)

(2)

(3)

(4)

(5)

(6)

20.

(1)

(2)

Chapter 5: COMPLIANCE FRAMEWORK

Data Protection Board of India

The Central Government shall, by notification, establish, for the purposes of this Act, a
Board to be called the Data Protection Board of India. The allocation of work, receipt
of complaints, formation of groups for hearing, pronouncement of decisions, and
other functions of the Board shall be digital by design.

The strength and composition of the Board and the process of selection, terms and
conditions of appointment and service, removal of its Chairperson and other
Members shall be such as may be prescribed.

The chief executive entrusted with the management of the affairs of the Board shall
be such individual as the Central Government may appoint and terms and conditions
of her service shall be such as the Central Government may determine.

The Board shall have such other officers and employees, with such terms and
conditions of appointment and service, as may be prescribed.

The Chairperson, Members, officers and employees of the Board shall be deemed,
when acting or purporting to act in pursuance of provisions of this Act, to be public
servants within the meaning of section 21 of the Indian Penal Code.

No suit, prosecution or other legal proceedings shall lie against the Board or its
Chairperson, Member, employee or officer for anything which is done or intended to
be done in good faith under the provisions of this Act.

Functions of the Board

The functions of the Board are:

(a) to determine non-compliance with provisions of this Act and impose penalty under

the provisions of this Act; and

(b) to perform such functions as the Central Government may assign to the Board under

the provisions of this Act or under any other law by an order published in the Official
Gazette.

The Board may, for the discharge of its functions under the provisions of this Act, after
giving a person, a reasonable opportunity of being heard and for reasons to be
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(3)

(4)

21.

(1)

(2)

(3)

(4)

(5)

(6)

recorded in writing, issue such directions from time to time as it may consider
necessary, to such person, who shall be bound to comply with the same.

The Board may, in the event of a personal data breach, direct the Data Fiduciary to
adopt any urgent measures to remedy such personal data breach or mitigate any
harm caused to Data Principals.

The Board may, on a representation made to it or on its own motion, modify,
suspend, withdraw or cancel any direction issued under sub-section (2) and in doing
so, may impose such conditions as it may deem fit, subject to which the
modification, suspension, withdrawal or cancellation shall have effect.

Process to be followed by the Board to ensure compliance with the provisions of the
Act

The Board shall function as an independent body and, as far as possible, function as a
digital office and employ such techno-legal measures as may be prescribed.

The Board may, on receipt of a complaint made by an affected person or on a
reference made to it by the Central Government or a State Government or in
compliance with the directions of any court or in case of non-compliance with
section 16 of this Act by a Data Principal, take action in accordance with the
provisions of this Act.

The Board may authorise conduct of proceedings relating to complaints, by individual
Members or groups of Members.

The Board shall first determine whether there are sufficient grounds to proceed with
an inquiry. In case the Board determines that there are insufficient grounds, it may,
for reasons recorded in writing, close such proceeding.

In case the Board determines that there are sufficient grounds to proceed with
inquiry, it may, for reasons recorded in writing, inquire into the affairs of any person
for ascertaining whether such person is complying with or has complied with the
provisions of this Act.

The Board shall conduct such inquiry following the principles of natural justice

including giving reasonable opportunity of being heard and shall record reasons for
its actions during the course of such inquiry.
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(7)

(8)

(9)

(10)

(11)

(12)

(13)

22,

(1)

For the purpose of conduct of inquiry under this section, the Board shall have powers

to summon and enforce the attendance of persons, examine them on oath and
inspect any data, book, document, register, books of account or any other
document.

Inquiry under this section shall be completed at the earliest. The Board or its officers
shall not prevent access to any premises or take into custody any equipment or any
item that may adversely affect the day-to-day functioning of a person.

The Board may require the services of any police officer or any officer of the Central
Government or a State Government to assist it for the purposes of this section and it
shall be the duty of every such officer to comply with such requisition.

During the course of the inquiry if the Board considers it necessary for preventing
non-compliance with the provisions of this Act, it may, for reasons to be recorded in
writing, issue interim orders after giving the concerned persons a reasonable
opportunity of being heard.

On conclusion of the inquiry and after giving the concerned persons a reasonable
opportunity of being heard, if the Board determines that non-compliance by a
person is not significant, it may, for reasons recorded in writing, close such inquiry. If
the Board determines that the non-compliance by the person is significant, it shall
proceed in accordance with section 25 of this Act.

At any stage after receipt of a complaint, if the Board determines that the complaint is
devoid of merit, it may issue a warning or impose costs on the complainant.

Every person shall be bound by the orders of the Board. Every order made by the
Board shall be enforced by it as if it were a decree made by a Civil Court. For the
purpose of this sub-section, the Board shall have all the powers of a Civil Court as
provided in the Code of Civil Procedure, 1908.

Review and Appeal

The Board may review its order, acting through a group for hearing larger than the
group which held proceedings in a matter under section 21, on a representation
made to it, or on its own, and for reasons to be recorded in writing, modify, suspend,
withdraw or cancel any order issued under the provisions of this Act and in doing so,
may impose such conditions as it may deem fit, subject to which the modification,
suspension, withdrawal or cancellation shall have effect.
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(2)  An appeal against any order of the Board shall lie to the High Court. Every appeal
made under this section shall be preferred within a period of sixty days from the
date of the order appealed against.

(3) No civil court shall have the jurisdiction to entertain any suit or take any action in
respect of any matter under the provisions of this Act and no injunction shall be
granted by any court or other authority in respect of any action taken under the
provisions of this Act.

23. Alternate Dispute Resolution

If the Board is of the opinion that any complaint may more appropriately be resolved by
mediation or other process of dispute resolution, the Board may direct the concerned
parties to attempt resolution of the dispute through mediation by a body or group of
persons designated by the Board or such other process as the Board may consider fit.

24. Voluntary Undertaking

(1) The Board may accept a voluntary undertaking in respect of any matter related to
compliance with provisions of this Act from any person at any stage.

(2) Such voluntary undertaking may include an undertaking to take specified action
within a specified time, an undertaking to refrain from taking specified action, and an
undertaking to publicize the voluntary undertaking.

(3) The Board may, after accepting the voluntary undertaking and with the agreement of
the person who gave the voluntary undertaking vary the terms included in the
voluntary undertaking. Acceptance of the voluntary undertaking by the Board shall
constitute a bar on proceedings under the provisions of this Act as regards the
contents of the voluntary undertaking, except in cases covered by sub-section (4).

(4) Where a person fails to comply with any term of the voluntary undertaking accepted
by the Board, the Board may, after giving such person, a reasonable opportunity of
being heard, proceed in accordance with section 25 of this Act.

25. Financial Penalty

(1) If the Board determines on conclusion of an inquiry that non-compliance by a person
is significant, it may, after giving the person a reasonable opportunity of being heard,
impose such financial penalty as specified in Schedule 1, not exceeding rupees five
hundred crore in each instance.
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(2)

26.

(1)

(2)

While determining the amount of a financial penalty to be imposed under sub-section
(1), the Board shall have regard to the following matters:

(a) the nature, gravity and duration of the non-compliance;

(b)  the type and nature of the personal data affected by the non-compliance;

(c) repetitive nature of the non-compliance;

(d)  whether the person, as a result of the non-compliance, has realized a gain or
avoided any loss;

(e)  whether the person took any action to mitigate the effects and consequences
of the non-compliance, and the timeliness and effectiveness of that action;

(f) whether the financial penalty to be imposed is proportionate and effective,
having regard to achieving compliance and deterring non-compliance with the
provisions of this Act; and

(g) the likely impact of the imposition of the financial penalty on the person.

Chapter 6: MISCELLANEOUS

Power to make Rules

The Central Government may, by, notification make Rules consistent with the
provisions of this Act to carry out the provisions of this Act.

Every Rule made under the provisions of this Act shall be laid as soon as may be after
it is made, before each House of the Parliament, while it is in session, for a total
period of thirty days which may be comprised in one session or in two or more
successive sessions, and if, before the expiry of the session immediately following
the session or the successive sessions aforesaid, both Houses agree in making any
modification in the rule or both Houses agree that the rule should not be made, the
rule shall thereafter have effect only in such modified form, or be of no effect, as the
case may be; so, however, that any such modification or annulment shall be without
prejudice to the validity of anything previously done under that rule.

Page 21 of 24



27.

(1)

(2)

(3)

28.

(1)

(2)

29.

(1)

(2)

Power of Central Government to amend Schedules

The Central Government may, by notification, amend Schedule 1 to this Act. No such
notification shall have the effect of increasing a penalty specified in Schedule 1 to
more than double of what was specified in Schedule 1 when this Act was originally
enacted.

Any amendment notified under sub-section (1) shall have effect as if enacted in this Act
and shall come into force on the date of the notification, unless the notification
otherwise directs.

Every amendment made by the Central Government under sub-section (1) shall be laid
as soon as may be after it is made, before each House of the Parliament, while it is in
session, for a total period of thirty days which may be comprised in one session or in
two or more successive sessions, and if, before the expiry of the session immediately
following the session or the successive sessions aforesaid, both Houses agree in
making any modification in the amendment or both Houses agree that the
amendment should not be made, the amendment shall thereafter have effect only in
such modified form, or be of no effect, as the case may be; so, however, that any such
modification or annulment shall be without prejudice to the validity of anything
previously done under that amendment.

Removal of difficulties

If any difficulty arises in giving effect to the provisions of this Act, the Central
Government may, before expiry of five years from the date of commencement of
this Act, by an order published in the Official Gazette, make such provisions not
inconsistent with the provisions of this Act as may appear to it to be necessary or
expedient for removing the difficulty.

Every order made under this section shall be laid, as soon as may be after it is made,
before each House of Parliament.

Consistency with other laws

The provisions of this Act shall be in addition to, and not construed in derogation of
the provisions of any other law, and shall be construed as consistent with such law,
for the time being in force.
In the event of any conflict between a provision of this Act and a provision of any

other law for the time being in force, the provision of this Act shall prevail to the
extent of such conflict.
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30. Amendments.

(1) The Information Technology Act, 2000 (“IT Act”) shall be amended in the following
manner:
(a) section 43A of the IT Act shall be omitted;
(b) In section 81 of the IT Act, in the proviso, after the words and figures “the Patents
Act, 1970”, the words “or the Digital Personal Data Protection Act, 2022” shall be
inserted; and

(c) clause (ob) of sub-section (2) of section 87 of IT Act shall be omitted.

(2) Clause (j) of sub-section (1) of section 8 of the Right to Information Act, 2005 shall be
amended in the following manner:

(a) The words “the disclosure of which has no relationship to any public activity or
interest, or which would cause unwarranted invasion of the privacy of the individual
unless the Central Public Information Officer or the State Public Information Officer
or the appellate authority, as the case may be, is satisfied that the larger public
interest justifies the disclosure of such information” shall be omitted;

(b) The proviso shall be omitted.
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Schedule 1

(See section 25)
Sl. No. Subject matter of the non-compliance Penalty
(2) (2) (3)

1 Failure of Data Processor or Data Fiduciary to take | Penalty upto
reasonable security safeguards to prevent personal data | Rs 250 crore
breach under sub-section (4) of section 9 of this Act

2 Failure to notify the Board and affected Data Principals in
the event of a personal data breach, under sub-section (5)
of section 9 of this Act Penalty up to

3 Non-fulfilment of additional obligations in relation to Rs 200 crore
Children; under section 10 of this Act

4 Non-fulfilment of additional obligations of Significant Data | Penalty up to
Fiduciary; under section 11 of this Act Rs 150 crore

5 Non-compliance with section 16 of this Act Penalty up to

Rs 10
thousand

6 Non-compliance with provisions of this Act other than | Penalty up to

those listed in (1) to (5) and any Rule made thereunder

Rs 50 crore
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MPRS/07/1290/2023 28.07.2023
The Chairman

Department Related Parliamentary Standing Committee on Communications and
Information Technology

Respected Chairman,

Sub:- Citizens’ data security and privacy- ‘Digital Personal Data Protection Bill" -
Consideration and adoption of Report - dissent note - reg;:

Kind attention is invited to the captioned subject.

Please recollect the fact that I had placed my Note of Dissent on 26.07.2023 during
the sitting of the Department Related Parliamentary Standing Committee on
Communications and Information Technology expressing my reservations over the
captioned Report taken for consideration and adoption by the Committee, before boycotting
the meeting protesting over the illegalities. As it has been requested that the dissent note be
sent on e-mail, I hereby despatch the same and the same may kindly be treated as part of the
Report of the Committee as per Rule 331 I (3) of the Rules of Procedure and Conduct of
Business in Lok Sabha and Rule 274(3) of the Rules of Procedure and Conduct of Business in
the Council of States (Rajya Sabha).

Thanking you.

Yours faithfully,

John Brittys

Annexure :
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E-mail: john.brittas@sansad.nic.in, johnbrittasmp@gmail.com



Member

+ Standing Committee on Communications
and Information Technology

Dr. JOHN BRITTAS
MEMBER OF PARLIAMENT
(RAJYA SABHA)

. Consultative Committee for the Ministry of
Information & Broadcasting

* Committee on Information and
Communication Technology Management
in Rajya Sabha

NOTE OF DISSENT

1. It is imperative to note that the ‘Digital Personal Data Protection Bill’ had neither
been introduced before either of the Houses of Parliament till date, nor was it
referred to the Standing Committee by the Chairman of the Rajya Sabha or the
Speaker, as the case may be, for examination.

2. According to the unequivocal provisions in Rules 331E (1) (b), 331H (a) & 331H (b) of
Lok Sabha Rules and Rules 270 (b) & 273 (a) of the Rajya Sabha Rules, the Standing
Committees are explicitly prohibited from examining any Bills that have not been
referred to them by the Chairman or the Speaker after their introduction in either
House.

3. Hence, it is evident that the above mentioned draft Report of the Standing
Committee on Communications and Information Technology, containing Report on
the examination and Recommendations of the Committee on the ‘Digital Personal
Data Protection Bill’ are void ab initio and are ultra vires of the powers of the Standing
Committee conferred by the Rules. The Rules proscribe the Standing Committee
from examining such yet to be introduced Bills.

Without prejudice to the above, the following Note of Dissent vis-a-vis the draft Report
presented to the Committee may also be recorded.

Note of dissent on the Recommendations in the draft Report titled as “Citizens’
data security and privacy” about the “Digital Personal Data Protection Bill”

4. There is excessive delegated legislation in the proposed Digital Personal Data
Protection Bill, as the draft bill does not go into the specifics of the implementation.
It seems as if the Government’s favourite catchphrase “as may be prescribed” is the
highlight of this draft bill. It has been mentioned 18 times in a 24 page bill with only
30 clauses.

5. The proposed Bill gives Union Government unfettered power to give exemptions to
government agencies [clause 18(2)] from the application of provisions of the Bill on
specified grounds like sovereignty and integrity of India, friendly relations with
foreign States, public order etc.

6. Additionally, clause 18(3) allows the Government to exempt any Data Fiduciary or a
class of Data Fiduciary from the application of this proposed Act. Such sweeping
exemptions raises major concerns like-

a. Whether it will meet the proportionality test set out by Supreme Court in the
K.S. Puttaswamy Judgement (2017)? Will it not lead to violation of

B fundamental right to privacy?
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E-mail: john.brittas@sansad.nic.in, johnbrittasmp@gmail.com
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b. It will lead to an untoward situation where any Data Fiduciary or any class of
Fiduciaries would be able to exert pressure for seeking permission for
exemption from the Act.

7. The proposed Data Protection Board of India is at the risk of becoming a puppet of
the Centre, because everything ranging from composition, qualifications, tenure and
procedure of appointment of members would be as per the whims and fancies of the
Government.

a. The Joint Parliamentary Committee Report on the Personal Data Protection
Bill, 2019 had recommended that a Selection Committee shall nominate the
Data protection Authority. Members of the Committee itself should include:
(i) Attorney General of India, (ii) an independent expert from fields such as
data protection, information technology, or cyber laws, and (iii) Directors of
an IIT and an [IM. None of this has been touched upon in the 2022 draft.

8. The bill does not include non-digital personal data, anonymized personal data, and
non-personal data in its ambit, thus no protection is available to these kinds of data.
It goes against the recommendations of the Joint Parliamentary committee on the
Personal Data Protection Bill, 2019.

9. The Bill does not provide for the Right to data portability and the Right to be
forgotten. The 2019 Bill on Data Protection and the Joint Parliamentary Committee,
examining the 2019 Bill, recommended retaining these rights. The GDPR of EU also
recognises these rights.

10. The bill removes the distinction between sensitive and critical personal data. This
distinction was recommended by Justice Srikrishna and was included in the Personal
Data Protection Bill, 2019 and the Joint Parliamentary Committee recommendations.

11. The draft bill no longer requires local storage of data. Businesses can only transfer
data to countries notified by the Indian govt. During the examination of Ministry
officials before the committee, it was deposed that a ‘negative list’ or a list of
disapproved countries will be notified and cross-border data transfers to countries
not on ‘negative list"” will be allowed on default basis. Without the assessment criteria
being defined in the Digital Personal Data Protection Bill for such “negative list’, it
could depend more on geopolitics than privacy safeguards.

12. Clause 24 of the draft bill talks about ‘Voluntary Undertaking’, under which the Data
Protection Board has powers to accept voluntary undertaking with respect to non-
compliance with any provisions of the proposed Act. Such a provision allows those
who are non-compliant to avoid penalties ranging up to rupees 500 crore by giving a
mere undertaking. The bill should clearly state the mechanism which the Data
Protection Board would employ to accept such an undertaking.
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13. While the Data Protection Board of India has the power to impose penalty on a Data
Fiduciary for breach of personal data as per the Bill, it is not given the power to
provide compensation to the aggrieved Data Principals. On the other hand, it is
surprising to see that the Bill proposes a penalty of up to Rs 10,000 for Data
Principals, in case, he/she fails to comply with section 16 of the Bill (Duties of Data
Principal).

14. The Bill [as per clause 30(1)(a)] amends the IT act, 2000 and proposes to omit section
43A of the IT act. Section 43(A) of the IT Act, 2000 enables an aggrieved person to
demand compensation from a body corporate due to any negligence in handling any
sensitive personal data, thereby causing wrongful loss or wrongful gain to any
person. This further accentuates the precarious situation of Data Principals. The
GDPR of EU, on the other hand, specifically provides for Right to compensation to
an aggrieved party under Article 82 for damage caused as a result of an infringement
of the provisions of the regulation.

15. Section 8(1)(j) of the RTI act allows personal information to be disclosed if the larger
public interest justifies the disclosure of such information (subject to satisfaction of
Central Public Information Officer or the State Public Information Officer or the
appellate authority), or it is related to any public activity or interest; even if the
disclosure causes unwarranted invasion of the privacy of the individual, or if it is
such an information which cannot be denied to the Parliament or a State Legislature.
These portions are proposed to be deleted vide section 30(2) of the new Digital
personal Data Protection Bill making all personal information exempt from RTI Act.
This would fundamentally weaken the RTI Act and adversely impact the ability of
people to access information and will definitely curtail transparency in the
Government.

16. Notice requirements weakened: Compared to past versions, data fiduciaries do not
have to inform principals about the third-parties with whom their data will be
shared, the duration for which their data will be stored and if their data will be
transferred to other countries.

17. Vague non-consensual processing of data permitted: The DPDPB, 2022 allows the
Data Fiduciary to “deem” or assume consent of the Data Principal if the processing is
considered necessary as per certain situations such as for the breakdown of public
order, for purposes related to employment, and in public interest.

John Britt
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STANDING COMMITTEE ON COMMUNICATIONS AND
INFORMATION TECHNOLOGY (2022-23)

MINUTES OF THE FOURTH SITTING OF THE COMMITTEE

The Committee sat on Friday, the 2" December, 2022 from 1130 hours to 1325
hours in Committee Room No. ‘3’, Extension to Parliament House Annexe, New Delhi.

PRESENT
Shri Prataprao Jadhav - Chairperson

MEMBERS
Lok Sabha
Shri Karti P. Chidambaram
Dr. Nishikant Dubey

Shri P.R. Natarajan
Shri Sanjay Seth
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Rajya Sabha

Dr. Anil Agrawal

Dr. John Brittas

Shri Kartikeya Sharma

. Shri Jawhar Sircar
0.Shri Lahar Singh Siroya
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Secretariat

1. Shri Satpal Gulati - Joint Secretary
2. Smt. A. Jyothirmayi - Director



List of Withesses

Ministry of Electronics and Information Technoloqgy (MeitY)

SI. No. Name Designation
1. Shri Alkesh Kumar Sharma Secretary
2. Shri Amit Agrawal Additional Secretary
3. Shri Deepak Goel Scientist ‘E’ & GC
4. Dr. Sanjay Bahl DG, CERT-In
5. Shri Rakesh Maheshwari Scientist ‘G’ & GC (Parliament)
6. Smt. Savita Utreja Scientist ‘E’
7. Shri Vikas Chourasia Scientist ‘C’

2. At the outset, the Chairperson welcomed the Members to the sitting of the

Committee. Members were informed that the Sitting had been convened to hear the

views of representatives of MeitY on the subject ‘Citizens’ data security and privacy’.

[The representatives of MeitY were then called in]

3. The Chairperson welcomed the representatives of MeitY to the sitting of the
Committee. The representatives of MeitY made a power-point presentation on the

subject.

4. The presentation covered the global scenario on citizens’ data security and
privacy, the design principles for the draft Digital Personal Data Protection Bill, 2022,
the international best practices adopted in the draft bill, the objectives, key definitions
and applicability of the draft bill, the grounds for processing digital personal data,
provision of deemed consent, general obligations of data fiduciary including additional

obligations for processing childrens’ data, Right to information about personal data, right



to correction and erasure of personal data, rights of grievance redressal and
nomination, duties of data principal, trans-border movement of personal data,
exemptions, compliance framework, consistency with other laws, amendments of other

Acts and simple and direct language of the draft bill and so on.

5. Thereafter, Members raised queries on various issues such as the existing data
security and privacy framework in the country, inherent gaps in the existing data
security and privacy framework, key changes made in the draft ‘Digital Personal Data
Protection Bill, 2022’ vis-a-vis the erstwhile withdrawn ‘Personal Data Protection Bill,
2019, how the new Bill sought to fill-lup those gaps and how the current draft Bill
measured up to the prevalent global standard practices in the domain of data security
and privacy. Some of the key issues discussed inter-alia included:-

e Lack of clear cut distinction between personal and non-personal data.

e Consent forms which compulsorily forced mobile App users to give blanket
permissions.

¢ Need for distinction between personal v/s non-personal & digital v/s analog data
instead of having a common 'Data Protection Act'.

e Whether the draft Bill was in consonance with the Supreme Court judgment in
Justice Puttaswamy case.

e Provision for withdrawal of deemed consent.

e Right to be forgotten and Right to erasure.

e Balancing between Privacy v/s Surveillance

e The reasons for no public disclosure of submissions received on the draft Bill
from general public.

e Provision of pervasive power to the Executive for delegated legislation.

e Provision of blanket exemption to large data fiduciaries.

e Dilution of data protection board.

e Lack of clarity on grounds for a complaint to be deemed frivolous.

6. Queries on privacy of personal information on social networking websites, the
recently reported data security breach at the All India Institute of Medical Sciences

(AIIMS), and impact of lack of a comprehensive data protection law in dealing with such



incidents were also raised. Representatives sought permission to send the replies in

writing.

7. Taking the discussion further, the Committee desired to know the chronology of
events which have led to the evolution of the draft Digital Personal Data Protection Bill,
2022 in its present form, the key issues addressed in the draft Bill, the consultation
process to be followed and the timeframe within which the Bill is expected to be
enacted. The Committee also wished to be apprised of the repercussions of the
proposed draft Digital Personal Data Protection Bill, 2022 on the existing Information
Technology Act and the Aadhaar Act and how the proposed bill would deal with issues
such as ownership of data, localization of data, penal provisions for breach of privacy,
non-consensual use of data by the State, safeguards against large scale State

surveillance etc., to which the representatives of the Ministry responded.
8. The Chairperson, then, thanked the representatives of MeitY for deposing before
the Committee and directed that written replies to points on which information was not

readily available may be furnished to the Committee within a period of ten days.

The witnesses then withdrew
Verbatim proceedings of the sitting have been kept on record.

The Committee, then, adjourned.
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COMMITTEE ON COMMUNICATIONS AND INFORMATION
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The Committee sat on Thursday, the 15" June, 2023 from 1130 hours to

1325 hours in Committee Room ‘C’, Parliament House Annexe, New Delhi.
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Rajya Sabha

11. Dr. Anil Agrawal

12. Shri Jaggesh

13. Shri Kartikeya Sharma
14. ShriJawhar Sircar

15. Shri Lahar Singh Siroya

SECRETARIAT
1. Shri Satpal Gulati - Joint Secretary
2. Shri Nishant Mehra - Deputy Secretary

Representatives of the Ministry of Electronics and Information Technology

SI. No. Name Designation

1.  Shri Alkesh Kumar Sharma Secretary

2. Shri Amit Agrawal Additional Secretary
3. Dr. Sandip Chatterjee Scientist ‘G’ and Group Coordinator
4. Shri Deepak Goel DDG, NIC

5. Ms. Tulika Pandey Scientist 'G' and Group Coordinator



6. Shri Vishal Chauhan JS(Policy), M/o Health & Family Welfare
7.  Shri Vikash Chourasia Scientist ‘C’

2. At the onset of the Sitting, the Chairperson welcomed the representatives of
the Ministry. In his welcome address, he emphasized that the protection of citizens'
data security and privacy is essential for the functioning of a democratic society
and the preservation of our fundamental values. He stressed that the consequences
of a data breach can be devastating, leading to identity theft, financial loss,
reputational damage, and even psychological distress. He mentioned that the
Ministry had rolled out an improved version of “The Digital Personal Data
Protection Bill, 2022 which recognized both the right of individuals to protect
their personal data and the need to process personal data for lawful purposes. He
further highlighted that when citizens' privacy is compromised, it erodes trust in
the Institutions and Organizations that collect and handle our data and therefore,
citizens must have the power to determine how their data is shared without
excessive surveillance or profiling .

3. The Chairperson further asked the Ministry to apprise the Committee of the
steps taken to strengthen legal frameworks and regulations that govern data
protection and privacy, whether the proposed Bill spelt out clear guidelines for
data collection, storage, and usage with strong penalties for those who violate
these rules and how far decriminalizing violations would have an impact on
compliance. He further asked about the steps taken by the Ministry towards
garnering International cooperation and coordination, as data flows across
borders and global standards need to be established to protect citizens' data

privacy on a global scale.



4. After the welcome address by the Chairperson, the representatives of the
Ministry of Electronics and Information Technology made a power-point
presentation covering various aspects such as background of the Digital Personal
Data Protection Bill, growing use of digital personal data necessitating focussed
law to protect it, declaration of right to privacy as part of the Fundamental Rights
in the Puttaswamy case. It mentioned the aims of the Bill which included
introducing data protection law with minimum disruption while ensuring necessary
change in the way Data Fiduciaries process data, to enhance ease of living and ease
of doing business, to create a future ready, evolvable framework of trust, data
protection and digital trade and to enable India’s digital economy and its
innovation ecosystem. They underlined the principles of the Bill as consented,
lawful and transparent use of personal data, purpose and storage limitation, data
minimization and pointed out that the bill used the pronoun ‘she’ instead of ‘he’
for the first time in a Central legislation.

5. The presentation also covered the focus of the Bill on minimizing disruption
with the data fiduciary processing data on existing consent to notify the data
principal, while continuing to do processing unless consent is withdrawn and
permitting data processing outside India with India retaining the right to restrict
processing in notified countries. It further highlighted that the Bill contained
provisions for alternate dispute resolution and voluntary undertakings for faster
resolution, accountability through monetary penalty without criminal offence and
taking the data principal’s consent in any 8" Schedule language. The presentation
brought out that the Bill was not applicable to processing of personal data made
publicly available by the Data principal herself, made publicly available by law
and for personal or domestic purpose. The presentation specified that consent can
be withdrawn at any time with consent managers accountable to data principals

through an accessible, transparent and interoperable platform. The Committee were



also informed about the legitimate uses of data, obligations of data fiduciaries,

processing of children’s data for notified purposes, rights and duties of data

principal, functions of data protection board and consistency with other laws.

6. Thereafter, Members sought clarification on various issues as follows-
(1) specified purpose of storage and processing of data and deletion
afterwards
(i1) usage of data for national security, providing subsidies, medical
emergencies, disaster management etc.
(i11)  restriction of certain countries from accessing data of Indian nationals
(iv)  functioning of data protection board and appellate tribunal
(v) summary consent in the languages of the Eighth schedule
(vi)  withdrawal of consent and consequent erasure of data
(vil)  data protection impact assessment
(viii)  fast track mechanism for breach of the law
(ix) time and purpose limitation of consent ( auto lapsability )
(x) securing data of the digitally illiterate, children and the differently
abled
(xi) criminal liabilities of data fiduciaries in case of breach
7. Members also raised queries relating to protection of data in case of merger

or demerger, digital literacy achieved by PMGDisha, right to be forgotten which

were responded to by the representatives of the Ministry. Members also sought

inputs on the appellate mechanism in the Bill. The Ministry assured the Committee

to revisit the provisions of the draft Bill based on the feedback, concerns and

suggestions made by the Committee.



8. The Chairperson, then, thanked the representatives of the Ministry for
deposing before the Committee and asked them to send the replies to the
unanswered queries within ten days.
The witnesses then withdrew.
Verbatim Proceedings of the Sitting have been kept on record.

The Committee, then, adjourned.
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MINUTES OF THE SIXTEENTH SITTING OF THE COMMITTEE

The Committee sat on Wednesday, the 26" July, 2023 from 1000 hours to 1055
hours in Committee Room ‘D’, Parliament House Annexe, New Delhi.

PRESENT
Shri Prataprao Jadhav

MEMBERS

Lok Sabha
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Shri Nishikant Dubey
Shri Santosh Pandey
Shri Sanjay Seth
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Dr. Sukanta Majumdar
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11. Shri Shatrughan Prasad Sinha
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Rajya Sabha
14. Dr. Anil Aggarwal
15. Dr. John Brittas
16. Shri Syed Nasir Hussain
17. Shri Kartikeya Sharma
18. Shri Jawahar Sircar
19. Shri Lahar Singh Siroya
20. Shri Jaggesh
21. Shri Praful Patel



SECRETARIAT

1. Shri Satpal Gulati - Joint Secretary
2. Smt. A. Jyothirmayi - Director
3. Shri Nishant Mehra - Deputy Secretary
2. At the outset, the Chairperson welcomed the Members to the Sitting of the

Committee convened to consider and adopt two Draft subject Reports relating to the
Ministries/Departments under their jurisdiction.

3. The Committee, then, took up the following draft Reports for consideration and
adoption.

(i) Draft Report on “Citizens’ data security and privacy” related to Ministry of
Electronics and Information Technology.

(i) Draft Report on “Review of functioning of Central Board of Film Certification
(CBFC)” related to Ministry of Information and Broadcasting.

4. After due deliberations, the Committee adopted the draft Report on “Review of
functioning of Central Board of Film Certification (CBFC)” with modifications.

5. As regards the draft Report on “Citizens’ data security and privacy” , some Members
pointed out the Rule 331 H of the Rules of Procedure and Conduct of Business in Lok
Sabha which inter alia states that the Committee shall consider only such Bills introduced in
either of the Houses as are referred to them by the Chairman, Rajya Sabha or the Speaker,
as the case may be and stated that the Draft Personal Data Protection Bill, 2023 had not
been referred to the Committee. They also placed on record their disagreement with the
Report which examined the Clauses of the said Bill. Some Members insisted that a division
of votes may be conducted to determine the majority which was eventually not
implemented. Further, some Members left the Sitting saying that a Whip had been issued
to them to attend the House and some others left saying that the Report cannot be
submitted to the Parliament as the Bill had not been referred to the Committee. One of the
Members stated that he was submitting a dissent Note and the same was to be appended
to the Report.

6. At the end of the Sitting, the Chairperson said that the Report was adopted. The
remaining Members of the Committee authorized the Chairperson to finalize the draft
Reports arising out of factual verification, if any, and present the Reports to the House
during the current Session of Parliament.



The Committee, then, adjourned.
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