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ICICI BANK DATA IS LEAKED BY THE RANSOMWARE GROUP
BASHE
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Hackingblogs Alert: Users are warned in this article that their personal information regarding ICIC/

Banks has been compromised.A ransomware group called Bashe made the data public, and they

have set a deadline of January 25, 2025, unless the demands are fulfilled.
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PARTY)

You must understand that there is no time to think, you must make a decision
quickly, the timer has started. If you see a “DOWNLOAD” button at the bottom of
your company’s publication, this means that all data is publicly available.. If you are
a customer or employee of a company that has been affected, please contact us
and give us the information about yourself that you want removed. We will check
what we have related to you and remove it from the leak. The price depends on the
company size and sensitivity of information.

The Ransomware Group Ssaid regarding the leaked data

ICICI BANK DATA IS LEAKED

Following is the Url for the online ransomware site containing the data of ICIC/ Bank.
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A Testimony had been provided by the threat actors with reagard to the leak.

Once the demand for it's ransom is made, the threat actor promises to provide the following
guarantees following the transaction: That the publication will no longer be available on this
website. All downloaded data, private information, and databases will be removed from the
servers.

If required, tools to decrypt your machine will be sent. We will also educate you on how to prevent
future attacks of this nature.
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About The Threat Actor : Bashe

In April 2024, the new ransomware group Bashe which is associated with LockBit—arose. Bashe
targets high-value businesses including banking, technology, healthcare, and logistics in nations
like the US, UK, France, Germany, India, and Australia by using Tor networks with infrastructure
situated in the Czech Republic. Their sophisticated strategies and infrastructure are designed to
optimise ransom demands resulting from breaches of sensitive data.

Top Countries Targeted by APT73

us

Brazil
Switzerland
France
India
Indonesia
Poland

Austria

Metherlands

Germany
Canada
italy
Mauritania
Azerbaijan
Paraguay
Uruguay
Peru
Australia
Hong Kong

Crechia

Previously known as APT7/3 or Eraleig, the group changed their name with new domains after a

few months.
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The Bashe ransomware group reportedly targeted Bank Rakyat Indonesia (BRI) on December 18,
2024. In spite of this, Arga M. Nugraha, Director of Digital and IT at BRI, guaranteed that all
banking services, including digital platforms like BRImo and ATMs, would continue to operate
properly and that client data and funds would remain secure.

Apart from this the bashe onion site has seperate section on “How To Buy Bitcoin”. The mode of
transactions can be made by multiple ways.Not Sure If this is legitimate afterall it comes from a

ransomware group.

HOW TO BUY BITCOIN

) (&) ) (83)
BANK ACCOUNT CREDIT CARD PAYPAL CASH DEPOSIT

Easy Procoess
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