KARNATAKA STATE POLICE

FIRST INFORMATION REPORT
(Under Section 173 BNSS)

Before the Honourable Court of XLV Addl. Chief Judicial
Magistrate,Bengaluru City

1. District : Bengaluru City Circle/Sub Division : Bengaluru City PS : Cyber Crime Police Statiol

Crime No : 0004/2025 FIR Date : 11/02/2025

2. Act & Section : INFORMATION TECHNOLOGY ACT 2000 (U/s-65,66,66(C)); THE
BHARATIYA NYAYA SANHITA (BNS), 2023 (U/s-318(4),319(2))

3. (a) Occurence of Offence Day : Thursday From Date: 09/01/2025 To Date : 31/01/2025
From Time: 10:48:00 To Time : 20:00:00
(b) Information received at the PS : 11/02/2025 14:56:00 Written/Oral : Written

(c) Reasons for Delay in reporting by the Complainant / Informant
N/A

(d) General Diary reference Entry No. & Time : 1, 14:56:00

4. (a) Place of occurence with full address
ONLINE, ,Bengaluru City , Karnataka,

(b) Distance from PS : south east
(c) Village : Bengaluru Beat Name: General

city

(d) If the place belongs to another jurisdiction,PS. Name :

District :
5. Complainant/Informant:
(@) Name: DR.SRIDHAR Father's/Husband's Name :

RAJENDRAN



(b) Age
(d) Religion
(f) Fax

56
Hindu

(c) Occupation
(e) Caste
(g) Email

Businessman
BUDAGA JANGAMA

sridhar.rajendran@adarshdeveloper

S.com

(h) Phone No. 19972999799 (i) Nationality : India

(k) Address : (1) Sex: Male

CHIEF HUMAN
RESOURCE
OFFICER,
ADARSH
GROUP, NO.2/4,
3RD
FLOOR,ADARSH
HAMILTON,
LANGFORD
GARDENS,
RICHMOND
TOWN ,
Bengaluru City ,
Karnataka-56002
5

(m) Whether complainant has seen the occurence or merely heard of it :
YES

6. Details of known/suspected/unknown accused with full particulars(Attach separate sheet if necessary)

Name / Father Name / Type
Caste / Address

Person Type Sex Age Occupation

Sl.No.

1 AMAZON WEB Suspect
SERVICES(A1) man
,N/ABengaluru City, Karnataka

Common Male

2 REDINGTON GROUP(A2) Suspect Common Male
,N/ABengaluru City, Karnataka man

3 OTHERS(A3) Suspect Common Male
,N/ABengaluru City, Karnataka man

7. Details of Victims with full particulars



SI.No. Name Address Injury Type Sex Age Occupation

8. Particulars of Property stolen/involved with value(Attach separate sheet if necessary)

Sl.No. Property Type ltem description Estimated Value
(inRs.)

1

Total Value of the property Stolen / Involved :

9. Inquest Report/U.D. Case No. if any :

10. F.I.R Contents (Attach separate sheet if necessary)
The brief fact of the case is that the Company namely M/s Adarsh Developers is a premier real estate
developer, located outside Bangalore. From past 36 yrs the said company is engaged in developing
landmark residential, commericial and hospitality projects across Bangalore . The company has 1800
employees on its rolls and over 10,000 laborers through various contactors in 35 plus residential
projects across Bangalore with turnover of 2,100 Cr for the FY 2023-24. For storage of company’s
financial data and customers’ personal data the company was using SAP ERP stored with Amazon
cloud Services.On the other hand on May 2023 Mr Saidalawi Safan who is Business Development
Representative from Amazon Web Services (AWS) contacted the company and insisted to use their
cloud storage servers assuring retrieval of data even in the events of cyber terrorism or act of sabotage
or other events like lightning, earthquake, cyclone, flood, storms etc. Believing such assurance in the
month of December 2023 the company procured with cloud storage facilities with AWS through SAP
implementation partner M/S SAVIC Technologies Pvt Ltd, Mumbai . and work order was issued to them
to shift the companys data from earlier cloud storage facility to Amazon Web Services and also to
maintain the data securely for 3 yrs until November 2027 and the payment was agreed for 88,59,924/-
Rs including GST.
However on 9th January 2025 at 10.48 Am, the entire SAP S/4HANA environment hosted on AWS was
completely deleted on contacting the SAVIC Technologies Pvt Ltd company conveyed that due to the
actions of few individuals at Redington and AWS teams, there has been a data loss and further told that
employees at Redington Group have entered into our storage area at root level and deleted our account
completely. This event has resulted in the loss of over six years of company business data causing
substantial financial and operational loss to the company. The deletion of SAP S/4HANA has made the
business functions/operations complete halt and the vital financial records, supply chain data, customer
information and operational insights accumulated over years which are now is inaccessible. The value of
data loss is around 150 crores where the company is unable to collect payments from customers,

unable to pay statuory taxes, interest payments to lenders which caused approximately a loss of 5



crores per day starting from 9th January 2025 till date and total loss estimated to 150 cr as on 31st
January 2025. In this regard the Amazon web Services India has replied stating despite their best efforts
they are unable to retrieve the data and unable to restore it. Hence the complaint was given to take

necessary legal action against the culprits and do the needful.

11. (a) Action Taken : Investigation

(b) Is the F.I.R read over and explained in his/her language to the complainant and

a copy given to the complainant free of cost? : Yes

(c) If the Police Officer does not proceed to the spot for investigation or if he declines to
investigate.
U/S 157 Cr.PC provision (a)or (b) / 176 BNSS the reasons there of should be mentioned :

proceed

12. Signature/Thumb impression of the complainant

13. Date and time of dispatch to the Court: 11/02/2025 16:00:00

14. Name of PC/HC who carried the FIR to the Court : MARUTI , PC 17678

Read Over and Found to be correct
Date and Time : 11/02/2025 15:30:00

Signature of the SHO

Name: KUBERA KS - PSI

Copy to: Superintendent of Police/Commissioner of Police



