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TABLE 18.1
Cases Reported and Persons Arrested under Cyber Crime and Their Percentage Variation in 2015 Over 2014

Cases Reported under Total Cyber Crimes Persons Arrestec! under Total Cyber Percentage
S. Crimes Share of Cases
No. State/UT Reported under
2014 2015 % Variation 2014 2015 % Variation | Cyber Crimes
during 2015

(1) (2) (3) (4) (5) (6) (7) (8) (9)
STATES:
1 Andhra Pradesh 282 536 90.1 236 522 121.2 4.6
2 Arunachal Pradesh 18 6 -66.7 2 4 100.0 0.1
3 Assam 379 483 27.4 351 457 30.2 4.2
4 Bihar 114 242 112.3 111 1567 1311.7 2.1
5 Chhattisgarh 123 103 -16.3 105 99 -5.7 0.9
6 Goa 62 17 -72.6 14 5 -64.3 0.1
7 Gujarat 227 242 6.6 174 272 56.3 2.1
8 Haryana 151 224 48.3 121 205 69.4 1.9
9 Himachal Pradesh 38 50 31.6 16 38 137.5 0.4
10 Jammu & Kashmir 37 34 -8.1 4 12 200.0 0.3
11 Jharkhand 93 180 93.5 57 172 201.8 1.6
12 Karnataka 1020 1447 419 372 293 -21.2 125
13 Kerala 450 290 -35.6 283 191 -32.5 2.5
14 Madhya Pradesh 289 231 -20.1 386 230 -40.4 2.0
15 Maharashtra 1879 2195 16.8 942 825 -12.4 18.9
16 Manipur 13 6 -53.8 3 0 -100.0 0.1
17 Meghalaya 60 56 -6.7 12 20 66.7 0.5
18 Mizoram 22 8 -63.6 4 18 350.0 0.1
19 Nagaland 0 0 - 0 0 - 0.0
20 Odisha 124 386 211.3 17 110 547.1 3.3
21 Punjab 226 149 -34.1 159 136 -14.5 1.3
22 Rajasthan 697 949 36.2 248 295 19.0 8.2
23 Sikkim 4 1 -75.0 2 1 -50.0 0.0
24 Tamil Nadu 172 142 -17.4 120 125 4.2 1.2
25 Telangana 703 687 -2.3 429 430 0.2 5.9
26 Tripura 5 13 160.0 1 8 700.0 0.1
27 Uttar Pradesh 1737 2208 27.1 1223 1699 38.9 19.0
28 Uttarakhand 42 48 14.3 39 23 -41.0 0.4
29 West Bengal 355 398 12.1 212 287 35.4 34

TOTAL STATE(S) 9322 11331 21.6 5643 8044 42.5 97.7
UNION TERRITORIES:
30 A & N lslands 13 6 -53.8 5 2 -60.0 0.1
31 Chandigarh 55 77 40.0 45 22 -51.1 0.7
32 D&N Haveli 3 0 -100.0 1 0 -100.0 0.0
33 Daman & Diu 1 1 0.0 2 0 -100.0 0.0
34 Delhi UT 226 177 -21.7 56 53 -5.4 1.5
35 Lakshadweep 1 0 -100.0 0 0 - 0.0
36 Puducherry 1 0 -100.0 0 0 - 0.0

TOTAL UT(S) 300 261 -13.0 109 77 -29.4 23

TOTAL ALL INDIA 9622 11592 20.5 5752 8121 41.2 100.0

TABLE 18.1 - Page: 1 of 1

403




TABLE 18.2

Disposal of Cyber Crimes Cases (IT Act, IPC & SLL) by Police During 2015

Cases Cases L Gl Tra(r:\as:::red Cases Not Total C
S. . Pen.d ing. Reported Withdrawn to other | Investigated ° aforases Cases !Ended
No. Crime Head fInvestlgat'lon During the by the'Govt. Police U/5 157(1)(b) | Investigation as Final
rom Previous| During . Report False
Year Year Investigation Sta'tlon/ of Cr.PC (Col. 3+4-5-6-7)
Magistrate
(1) (2) (3) (4) (5) (6) (7) (8) (9)
CRIME HEAD:
11T - Tampering Computer Source Documents 77 88 0 2 0 163 3
2 IT - Computer Related Offences 4891 6567 1 171 0 11286 219
2.1 Computer Related Offences-Under Section 66A 3525 4154 1 106 0 7572 155
2.2 Computer related Offences-Under Section 66B 70 132 0 8 0 194 6
2.3 Computer related Offences-Under Section 66C 753 1081 0 37 0 1797 36
2.4 Computer related Offences-Under Section 66D 484 1083 0 19 0 1548 19
2.5 Computer related Offences-Under Section 66E 59 117 0 1 0 175 3
3 IT - Cyber terrorism 2 13 0 0 0 15 0
4 1T - Publication/Transmission of Obscene/Sexually Explicit Content 605 816 1 5 0 1415 22
4.1 Under section 67A 594 792 1 5 0 1380 20
4.2 Under section 67B 6 8 0 0 0 14 1
4.3 Under Section 67C 5 16 0 0 0 21 1
5 IT - Intentionally not Complying with the Order of Controller 3 2 0 0 0 5 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 2 0 0 0 0 2 0
7 1T - Failure to Block Access any Information Hosted etc 1 0 0 0 0 1 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 3 0 0 0 3 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer Syster 0 8 0 0 0 8 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 4 4 0 0 0 8 0
11 1T - Breach of Confidentiality/Privacy 14 20 0 0 0 34 1
12 IT - Disclosure of Information in Breach of Lawful Contract 1 4 0 1 0 4 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 3 0 0 0 3 0
il.;lI:\A—I:EJ:e:Jre;z;J:Iish/Make Available Elec. Signature Certificate for ) 3 0 0 0 5 0
15 IT - Others 666 514 0 10 1 1169 31
Total Offences under IT Act 6268 8045 2 189 1 14121 276
1 IPC - Offences by Public Servant 0 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of Electronic Records for Evidence 2 4 0 0 0 6 0
3 IPC - Cheating 874 2255 1 7 0 3121 14
4 |PC - Forgery 81 45 0 0 0 126 0
5 IPC - Data theft 48 84 0 0 0 132 1
6 IPC - Criminal Breach of Trust/Fraud 32 42 0 0 0 74 0
6.1 IPC - Credit / Debit Card 8 18 0 0 0 26 0
6.2 IPC - Others 24 24 0 0 0 48 0
7 IPC - Counterfeiting 8 12 0 0 0 20 0
7.11PC - Currency 8 12 0 0 0 20 0
7.2 IPC - Stamps 0 0 0 0 0 0 0
8 IPC - Others 636 980 1 0 0 1615 44
Total Offences under IPC 1681 3422 2 7 0 5094 59
1 Copyright Act, 1957 65 113 0 0 0 178 1
1.1 Under Section 63 49 55 0 0 0 104 1
1.2 Under Section 68A 0 18 0 0 0 18 0
1.3 Others 16 40 0 0 0 56 0
2 Trade Marks Act, 1999 0 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0 0
3 Other SLL Offences 18 12 0 0 0 30 0
Total SLL Offences 83 125 0 0 0 208 1
Total Cyber Crimes (IT Act+IPC+SLL) 8032 11592 4 196 1 19423 336
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TABLE 18.2 (Concluded)

Cases in n
Cases | Ended as Cases in C
Ended Final Cases in Which asc::s
Which |Chargesheets| T otal Cases Pen.cl [k . Cases Pendency
as Report as .| Disposed of by [Investigation| Charge-Sheeting Rate
S- Crime Head Mistake| Non LEIE | IOGITEE L i Col.12/(Col.12+Col.13 Percentage
No. ¢ sheets | but Final Police lat the End of| {Col-12/(Col.12+Col-A3)} | o\ o) 30 ol ap
of Fact [Cognizable (Col. the Year X100
B were Report as x 100
or of |Submitted ) 9+10+11+12+13) | (col. 8- col.
. Submitted True
Law [During the X 14)
submitted
Year
(1) (2) (10) (11) (12) (13) (14) (15) (16) (17)
CRIME HEAD:
11T - Tampering Computer Source Documents 5 0 36 36 80 83 50.0 50.3
2 IT - Computer Related Offences 193 67 1841 2355 4675 6611 439 57.7
2.1 Computer Related Offences-Under Section 66A 133 40 1510 1676 3514 4058 47.4 52.8
2.2 Computer related Offences-Under Section 66B 5 0 38 31 80 114 55.1 56.4
2.3 Computer related Offences-Under Section 66C 25 14 160 376 611 1186 29.9 64.7
2.4 Computer related Offences-Under Section 66D 28 13 100 247 407 1141 28.8 72.8
2.5 Computer related Offences-Under Section 66E 2 0 33 25 63 112 56.9 63.6
3 IT - Cyber terrorism 0 0 1 3 4 11 25.0 73.3
4 IT? }.’ubllcatlon/Transmlssmn of Obscene/Sexually 27 3 335 341 728 687 196 183
Explicit Content
4.1 Under section 67A 27 3 329 335 714 666 49.5 48.1
4.2 Under section 67B 0 0 5 2 8 6 71.4 42.9
4.3 Under Section 67C 0 0 1 4 6 15 20.0 71.4
5 IT - Intentionally not Complying with the Order of 0 0 3 0 3 2 100.0 20.0
Controller
6 IT - Failure to Pr.owde or Monitor or Intercept or 0 0 0 ) 2 0 0.0 0.0
Decrypt Information
7 1T - Failure to Block Access any Information Hosted 0 0 0 0 0 1 ) 100.0
etc
8 IT - Not PArOV|d|ng Technical Assistance to Govt. to 0 0 0 1 1 ) 00 66.7
Enable Online Access
9 IT - Un-authorized Access/Attempt to Access to 0 0 3 ) 5 3 60.0 375
Protected Computer System
10 IT.— M|sr(.epresentat|on/suppressmn of Fact for 0 0 5 1 6 2 833 250
Obtaining License etc
11 IT - Breach of Confidentiality/Privacy 2 0 5 4 12 22 55.6 64.7
12 IT - Disclosure of Information in Breach of Lawful 0 0 1 3 4 0 25.0 0.0
Contract
1?: IT- Publlshl'n'g /Making Available False Elect. 0 0 0 ) 2 1 0.0 333
Signature Certificate
14 IT - Create/Publish/Make Available Elec. Signature 0 0 5 0 5 3 100.0 60.0
Certificate for Unlawful Purpose
15T - Others 48 10 164 256 509 660 39.0 55.9
Total Offences under IT Act 275 80 2396 3006 6033 8088 44.4 56.5
1 IPC - Offences by Public Servant 0 0 0 0 0 0 - -
2 IPC - Fabrication/Destruction of electronic records 0 0 ) 0 ) 4 100.0 66.7
for evidence
3 IPC - Cheating 19 26 259 430 748 2373 37.6 75.8
4 IPC - Forgery 0 0 13 11 24 102 54.2 81.0
5 IPC - Data theft 1 0 19 10 31 101 65.5 76.5
6 IPC - Criminal Breach of Trust/Fraud 0 0 21 7 28 46 75.0 62.2
6.1 IPC - Credit / Debit Card 0 0 10 4 14 12 71.4 46.2
6.2 IPC - Others 0 0 11 3 14 34 78.6 70.8
7 IPC - Counterfeiting 0 0 10 1 11 9 90.9 45.0
7.11PC - Currency 0 0 10 1 11 9 90.9 45.0
7.2 IPC - Stamps 0 0 0 0 0 0 - -
8 IPC - Others 33 8 386 174 645 970 68.9 60.0
Total Offences under IPC 53 34 710 633 1489 3605 52.9 70.6
1 Copyright Act, 1957 2 0 90 3 96 82 96.8 46.1
1.1 Under Section 63 1 0 54 1 57 47 98.2 45.2
1.2 Under Section 68A 0 0 12 0 12 6 100.0 333
1.3 Others 1 0 24 2 27 29 923 51.8
2 Trade Marks Act, 1999 0 0 0 0 0 0 - -
2.1 Under Section 102 0 0 0 0 0 0 - -
2.2 Under Section 103 0 0 0 0 0 0 - -
2.3 Under Section 104 0 0 0 0 0 0 - -
2.4 Others 0 0 0 0 0 0 - -
3 Other SLL Offences 2 0 10 4 16 14 71.4 46.7
Total SLL Offences 4 0 100 7 112 96 93.5 46.2
Total Cyber Crimes (IT Act+IPC+SLL) 332 114 3206 3646 7634 11789 46.8 60.1]
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Disposal of Cyber Crime Cases (IT Act, IPC & SLL Cognizable Crime) by Courts During 2015

TABLE 18.3

Total no. of
s Cases Pending | Cases Sentfor | No. of Cases No. of Cases | cases for Trial Cases
No. Crime Head Trial from the | Trial During the | Withdrawn by |Disposed by Plea During the Year Compounded or
Previous Year Year the Govt. Bargaining (Col.3+4 - Col.5 - Withdrawn
Col. 6)
(1) (2) (3) (4) (5) (6) (7) (8)
CRIME HEAD:
11T - Tampering Computer Source Documents 38 36 0 0 74 0
2 IT - Computer Related Offences 1689 1841 0 0 3530 34
2.1 Computer Related Offences-Under Section 66A 1361 1510 0 0 2871 21
2.2 Computer related Offences-Under Section 66B 44 38 0 0 82 1
2.3 Computer related Offences-Under Section 66C 143 160 0 0 303 8
2.4 Computer related Offences-Under Section 66D 110 100 0 0 210 3
2.5 Computer related Offences-Under Section 66E 31 33 0 0 64 1
3 IT - Cyber terrorism 0 1 0 0 1 0
41T - Publication/Transmission of Obscene/Sexually Explicit Content 312 335 0 0 647 1
4.1 Under section 67A 301 329 0 0 630 1
4.2 Under section 67B 8 5 0 0 13 0
4.3 Under Section 67C 3 1 0 0 4 0
5 IT - Intentionally not Complying with the Order of Controller 1 3 0 0 4 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0
7 1T - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0
icl;—sl;lot Providing Technical Assistance to Govt. to Enable Online 0 0 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer
System 0 3 0 0 3 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 2 5 0 0 7 0
11 IT - Breach of Confidentiality/Privacy 6 5 0 0 11 0
12 IT - Disclosure of Information in Breach of Lawful Contract 1 1 0 0 2 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0
14 IT - Create/Publish/Make Available Elec. Signature Certificate for
Unlawful Purpose 3 2 0 0 > 0
15T - Others 266 164 0 0 430 2
Total Offences under IT Act 2318 2396 0 0 4714 37
1 IPC - Offences by Public Servant 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 0 2 0 0 2 0
3 IPC - Cheating 306 259 0 0 565 5
4 IPC - Forgery 29 13 0 0 42 0
5 IPC - Data theft 8 19 0 0 27 0
6 IPC - Criminal Breach of Trust/Fraud 25 21 0 0 46 0
6.1 IPC - Credit / Debit Card 2 10 0 0 12 0
6.2 IPC - Others 23 11 0 0 34 0
7 IPC - Counterfeiting 20 10 0 0 30 0
7.11PC - Currency 20 10 0 0 30 0
7.2 IPC - Stamps 0 0 0 0 0 0
8 IPC - Others 574 386 0 0 960 6
Total Offences under IPC 962 710 0 0 1672 11
1 Copyright Act, 1957 622 90 0 0 712 0
1.1 Under Section 63 298 54 0 0 352 0
1.2 Under Section 68A 2 12 0 0 14 0
1.3 Others 322 24 0 0 346 0
2 Trade Marks Act, 1999 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0
3 Other SLL Offences 15 10 0 0 25 0
Total SLL Offences 637 100 0 0 737 0
Total Cyber Crimes (IT Act+IPC+SLL) 3917 3206 0 0 7123 48|
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TABLE 18.3 (Concluded)

Cases in Which

Cases Pending
Trial at the End

Conviction Rate

Cases Pendency

Nsc;. Crime Head Z:;::r:z: Cases Convicted Cz:(-:)si::;c::igt::d of the Year (Col.10/Col.9) {CDL':Z(CCeOr:.t;g;M”
(Col. 10+Col.11) el = k- x100 X100
(Col.8+col.9)}
(1) (2) (9) (10) (11) (12) (13) (14)
CRIME HEAD:
11T - Tampering Computer Source Documents 4 2 2 70 50.0 94.6
2 IT - Computer Related Offences 386 159 227 3110 41.2 88.1
2.1 Computer Related Offences-Under Section 66A 328 143 185 2522 43.6 87.8
2.2 Computer related Offences-Under Section 66B 9 3 6 72 333 87.8
2.3 Computer related Offences-Under Section 66C 22 8 14 273 36.4 90.1
2.4 Computer related Offences-Under Section 66D 19 2 17 188 10.5 89.5
2.5 Computer related Offences-Under Section 66E 8 3 5 55 37.5 85.9
3 IT - Cyber terrorism 0 0 0 1 - 100.0
4 1T - Publication/Transmission of Obscene/Sexually Explicit Content 43 15 28 603 34.9 93.2
4.1 Under section 67A 41 13 28 588 31.7 93.3
4.2 Under section 67B 2 2 0 11 100.0 84.6
4.3 Under Section 67C 0 0 0 4 - 100.0
5 IT - Intentionally not Complying with the Order of Controller 0 0 0 4 - 100.0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 - -
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0 - -
8 IT - Not Providing Technical Assistance to Govt. to Enable Online 0 0 0 0 ) .
Access
gyl;l't‘—erl;l]n—authorized Access/Attempt to Access to Protected Computer 0 0 0 3 ) 100.0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 0 0 0 7 - 100.0
11 1T - Breach of Confidentiality/Privacy 3 2 1 8 66.7 72.7
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 0 2 - 100.0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 - -
il.;lI:\A—If(LZJ:e:Jreéz;J:Iish/Make Available Elec. Signature Certificate for 0 0 0 5 ) 100.0
15 IT - Others 50 15 35 378 30.0 87.9
Total Offences under IT Act 486 193 293 4191 39.7 88.9
1 IPC - Offences by Public Servant 0 0 0 0 - -
2 IPC - Fabrication/Destruction of electronic records for evidence 1 1 0 1 100.0 50.0
3 IPC - Cheating 20 10 10 540 50.0 95.6
4 |PC - Forgery 0 0 0 42 - 100.0
5 IPC - Data theft 1 0 1 26 0.0 96.3
6 IPC - Criminal Breach of Trust/Fraud 2 0 2 44 0.0 95.7
6.1 IPC - Credit / Debit Card 0 0 0 12 - 100.0
6.2 IPC - Others 2 0 2 32 0.0 94.1
7 IPC - Counterfeiting 2 0 2 28 0.0 93.3
7.11PC - Currency 2 0 2 28 0.0 93.3
7.2 IPC - Stamps 0 0 0 0 - -
8 IPC - Others 27 4 23 927 14.8 96.6
Total Offences under IPC 53 15 38 1608 28.3 96.2
1 Copyright Act, 1957 101 26 75 611 25.7 85.8
1.1 Under Section 63 53 17 36 299 321 84.9
1.2 Under Section 68A 12 0 12 2 0.0 14.3
1.3 Others 36 9 27 310 25.0 89.6
2 Trade Marks Act, 1999 0 0 0 0 - -
2.1 Under Section 102 0 0 0 0 - -
2.2 Under Section 103 0 0 0 0 - -
2.3 Under Section 104 0 0 0 0 - -
2.4 Others 0 0 0 0 - -
3 Other SLL Offences 0 0 0 25 - 100.0
Total SLL Offences 101 26 75 636 25.7 86.3
Total Cyber Crimes (IT Act+IPC+SLL) 640 234 406 6435 36.6 90.3]
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TABLE 18.4
Persons Arrested under Cyber Crimes (IT Act, IPC Crimes, SLL Crimes)by Age Groups & Sex During 2015

. Below 18 Years (Juveniles) 18 Years & Above — Below 30 30 Years & Above — Below 45
No. Crime Head Years Years
Male | Female Total Male | Female Total Male | Female Total
(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11)
CRIME HEAD:
11T - Tampering Computer Source Documents 0 0 0 28 0 28 34 0 34
2 IT - Computer Related Offences 70 3 73 2576 91 2667 1257 26 1283
2.1 Computer Related Offences-Under Section 66A 63 1 64 2007 68 2075 897 13 910
2.2 Computer related Offences-Under Section 66B 0 0 0 49 1 50 28 1 29
2.3 Computer related Offences-Under Section 66C 6 2 8 252 17 269 201 11 212
2.4 Computer related Offences-Under Section 66D 0 0 0 207 2 209 98 1 99
2.5 Computer related Offences-Under Section 66E 1 0 1 61 3 64 33 0 33
3 IT - Cyber terrorism 0 0 0 3 0 3 0 0 0
4 1T - Publication/Transmission of Obscene/Sexually Explicit Content 10 0 10 346 6 352 165 1 166
4.1 Under section 67A 7 0 7 345 6 351 159 1 160
4.2 Under section 67B 3 0 3 1 0 1 3 0 3]
4.3 Under Section 67C 0 0 0 0 0 0 3 0 3]
5 IT - Intentionally not Complying with the Order of Controller 0 0 0 2 0 2 1 0 1]
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0 0 0 0
icl'(l:'e—sl;lot Providing Technical Assistance to Govt. to Enable Online 0 0 0 0 0 0 0 0 0
gyl;l't'—erl;l]n—authorized Access/Attempt to Access to Protected Computer 0 0 0 3 0 3 1 0 1
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 0 0 0 2 0 2 0 0 0
11 1T - Breach of Confidentiality/Privacy 0 0 0 3 0 3 2 0 2
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 0 0 0 0 2 0 2
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0 0 0 0
:.;11ll;]rv;é:e:l:f;zs:“sh/Make Available Elec. Signature Certificate for 0 0 0 1 0 1 0 0 0
15 IT - Others 15 0 15 125 2 127 84 0 84
Total Offences under IT Act 95 3 98 3089 99 3188 1546 27 1573
1 IPC - Offences by Public Servant 0 0 0 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 0 0 0 0 0 2 0 2
3 IPC - Cheating 12 0 12 312 6 318 358 7 365
4 IPC - Forgery 1 0 1 37 4 41 28 0 28|
5 IPC - Data theft 1 1 2 84 2 86 47 0 47|
6 IPC - Criminal Breach of Trust/Fraud 2 0 2 808 0 808 376 0 376
6.1 IPC - Credit / Debit Card 0 0 0 11 0 11 7 0 7
6.2 IPC - Others 2 0 2 797 0 797 369 0 369
7 IPC - Counterfeiting 0 0 0 9 0 9 4 0
7.11PC - Currency 0 0 0 9 0 9 0
7.2 IPC - Stamps 0 0 0 0 0 0 0 0 0
8 IPC - Others 35 0 35 315 6 321 208 5 213
Total Offences under IPC 51 1 52 1565 18 1583 1023 12 1035
1 Copyright Act, 1957 2 0 2 40 0 40 80 2 82
1.1 Under Section 63 2 0 2 18 0 18 41 0 41
1.2 Under Section 68A 0 0 0 8 0 8 7 0 7
1.3 Others 0 0 0 14 0 14 32 2 34
2 Trade Marks Act, 1999 0 0 0 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0 0 0 0
3 Other SLL Offences 0 0 0 3 0 3 13 0 13
Total SLL Offences 2 0 2 43 0 43 93 2 95
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TABLE 18.4 (Concluded)

S. ) ASVEEIBS G e T 60 Years & Above Total of Overall Age-Group
No. Crime Head Years
Male Female Total Male Female Total Male Female Total
(1) (2) (12) (13) (14) (15) (16) (17) (18) (19) (20)
CRIME HEAD:
11T - Tampering Computer Source Documents 0 0 0 0 0 0 62 0 62
2 IT - Computer Related Offences 153 4 157 37 0 37 4093 124 4217
2.1 Computer Related Offences-Under Section 66A 78 4 82 6 0 6 3051 86 3137
2.2 Computer related Offences-Under Section 66B 6 0 6 6 0 6 89 2 91
2.3 Computer related Offences-Under Section 66C 52 0 52 21 0 21 532 30 562
2.4 Computer related Offences-Under Section 66D 15 0 15 4 0 4 324 3 327
2.5 Computer related Offences-Under Section 66E 2 0 2 0 0 0 97 3 100
3 IT - Cyber terrorism 0 0 0 0 0 0 3 0 3
41T - Publication/Transmission of Obscene/Sexually Explicit Content 22 1 23 4 0 4 547 8 555
4.1 Under section 67A 22 1 23 4 0 4 537 8 545
4.2 Under section 67B 0 0 0 0 0 0 7 0 7
4.3 Under Section 67C 0 0 0 0 0 0 3 0 3
5 IT - Intentionally not Complying with the Order of Controller 0 0 0 0 0 0 3 0 3
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0 0 0 0
icl;—sl;lot Providing Technical Assistance to Govt. to Enable Online 0 0 0 0 0 0 0 0 0
Es)ylz';l:“;rL]an—authorlzed Access/Attempt to Access to Protected Computer 0 0 0 0 0 0 4 0 4
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 0 0 0 0 0 0 2 0 2
11 IT - Breach of Confidentiality/Privacy 1 0 1 0 0 0 6 0 6
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 0 0 0 0 2 0 2
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0 0 0 0
LlJZrtlI;I'\A—Ifi:e:JzZ;J:Iish/Make Available Elec. Signature Certificate for 2 0 ) 0 0 0 3 0 3
15T - Others 13 0 13 6 0 6 243 2 245
Total Offences under IT Act 191 5 196 47 0 47 4968 134 5102
1 IPC - Offences by Public Servant 0 0 0 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 0 0 0 0 0 0 2 0 2
3 IPC - Cheating 54 4 58 1 0 1 737 17 754
4 |PC - Forgery 2 0 2 0 0 0 68 4 72
5 IPC - Data theft 0 0 0 0 0 0 132 3 135
6 IPC - Criminal Breach of Trust/Fraud 106 0 106 0 0 0 1292 0 1292
6.1 IPC - Credit / Debit Card 0 0 0 0 0 0 18 0 18
6.2 IPC - Others 106 0 106 0 0 0 1274 0 1274
7 IPC - Counterfeiting 1 0 1 0 0 0 14 0 14
7.11PC - Currency 1 0 1 0 0 0 14 0 14
7.2 IPC - Stamps 0 0 0 0 0 0 0 0 0
8 IPC - Others 28 0 28 1 0 1 587 11 598
Total Offences under IPC 191 4 195 2 0 2 2832 35 2867
1 Copyright Act, 1957 10 0 10 1 0 1 133 2 135
1.1 Under Section 63 4 0 4 1 0 1 66 0 66
1.2 Under Section 68A 3 0 3 0 0 0 18 0 18
1.3 Others 3 0 3 0 0 0 49 2 51
2 Trade Marks Act, 1999 0 0 0 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0 0 0 0
3 Other SLL Offences 1 0 1 0 0 0 17 0 17
Total SLL Offences 11 0 11 1 0 1 150 2 152
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TABLE 18.5

Disposal of Persons Arrested under Cyber Crime (IT Act, IPC Crimes, SLL Crimes) by Police During 2015

. etage of mestgation atthe | Stage of investigation ot the |70 €0} 3457 and Col. 446
No. Crime Head Beginning of the Year Beginning of the Year 2
Male Female Male Female Male Female
(1) (2) (3) (4) (5) (6) (7) (8)
CRIME HEAD:
11T - Tampering Computer Source Documents 8 0 32 0 40 0
2 IT - Computer Related Offences 299 5 2300 24 2599 29
2.1 Computer Related Offences-Under Section 66A 257 5 1671 14 1928 19
2.2 Computer related Offences-Under Section 66B 7 0 23 0 30 0
2.3 Computer related Offences-Under Section 66C 14 0 444 6 458 6
2.4 Computer related Offences-Under Section 66D 19 0 138 2 157 2]
2.5 Computer related Offences-Under Section 66E 2 0 24 2 26 2|
3 IT - Cyber terrorism 0 0 0 0 0 0
4 1T - Publication/Transmission of Obscene/Sexually Explicit Content 43 3 247 5 290 8
4.1 Under section 67A 42 3 246 5 288 8
4.2 Under section 67B 1 0 1 0 2 0
4.3 Under Section 67C 0 0 0 0 0 0
5 IT - Intentionally not Complying with the Order of Controller 0 0 4 0 4 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 0 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer System 0 0 0 0 0 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 1 0 10 0 11 0
11 1T - Breach of Confidentiality/Privacy 0 0 13 0 13 0
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 0 0 0 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0
14 1T - Create/Publish/Make Available Elec. Signature Certificate for Unlawful 1 0 0 0 1 0
Purpose
15 IT - Others 54 0 316 4 370 4
Total Offences under IT Act 406 8 2922 33 3328 41
1 IPC - Offences by Public Servant 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 0 0 2 0 2 0
3 IPC - Cheating 26 1 241 14 267 15
4 |PC - Forgery 2 0 29 1 31 1]
5 IPC - Data theft 3 0 6 0 9 0
6 IPC - Criminal Breach of Trust/Fraud 1 0 19 0 20 0
6.1 IPC - Credit / Debit Card 1 0 3 0 4 0
6.2 IPC - Others 0 0 16 0 16 0
7 IPC - Counterfeiting 0 0 1 0 1 0
7.11PC - Currency 0 0 1 0 1 0
7.2 IPC - Stamps 0 0 0 0 0 0
8 IPC - Others 24 1 323 18 347 19
Total Offences under IPC 56 2 621 33 677 35
1 Copyright Act, 1957 8 0 59 0 67 0
1.1 Under Section 63 6 0 44 0 50 0
1.2 Under Section 68A 0 0 0 0 0 0
1.3 Others 2 0 15 0 17 0
2 Trade Marks Act, 1999 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0
3 Other SLL Offences 2 0 27 0 29 0
Total SLL Offences 10 (1] 86 (1] 96 0
Total Cyber Crimes (IT Act+IPC+SLL) 472 10 3629 66 4101 76|
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TABLE 18.5 (Continued)

Persons Released or Freed by
Persons Arrested During the Police or Magistrate before Number of Persons Charge
S. Crime Head Year Trial for Want of Evidence or Sheeted During the Year
No. Any Other Reason
Male Female Male Female Male Female
(1) (2) (9) (10) (12) (12) (13) (14)
CRIME HEAD:
11T - Tampering Computer Source Documents 62 0 5 0 54 0
2 IT - Computer Related Offences 4093 124 536 9 2466 92
2.1 Computer Related Offences-Under Section 66A 3051 86 384 7 2023 81
2.2 Computer related Offences-Under Section 66B 89 2 22 1 48 1]
2.3 Computer related Offences-Under Section 66C 532 30 91 0 203 7
2.4 Computer related Offences-Under Section 66D 324 3 32 1 154 2
2.5 Computer related Offences-Under Section 66E 97 3 7 0 38 1
3 IT - Cyber terrorism 3 0 0 0 1 0
41T - Publication/Transmission of Obscene/Sexually Explicit Content 547 8 32 0 500 6
4.1 Under section 67A 537 8 31 0 494 6
4.2 Under section 67B 7 0 1 0 6 0
4.3 Under Section 67C 3 0 0 0 0 0
5 IT - Intentionally not Complying with the Order of Controller 3 0 0 0 5 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0
7 1T - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 0 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer System 4 0 0 0 4 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 2 0 1 0 12 0
11 1T - Breach of Confidentiality/Privacy 6 0 0 0 6 0
12 IT - Disclosure of Information in Breach of Lawful Contract 2 0 0 0 2 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0
14 1T - Create/Publish/Make Available Elec. Signature Certificate for Unlawful 3 0 0 0 ) 0
Purpose
15 IT - Others 243 2 32 0 350 2
Total Offences under IT Act 4968 134 606 9 3402 100
1 IPC - Offences by Public Servant 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 2 0 0 0 2 0
3 IPC - Cheating 737 17 11 0 430 11
4 IPC - Forgery 68 4 0 0 59 4
5 IPC - Data theft 132 3 0 0 125 3
6 IPC - Criminal Breach of Trust/Fraud 1292 0 0 0 34 0
6.1 IPC - Credit / Debit Card 18 0 0 0 15 0
6.2 IPC - Others 1274 0 0 0 19 0
7 IPC - Counterfeiting 14 0 0 0 10 0
7.11PC - Currency 14 0 0 0 10 0
7.2 IPC - Stamps 0 0 0 0 0 0
8 IPC - Others 587 11 5 0 578 6
Total Offences under IPC 2832 35 16 0 1238 24
1 Copyright Act, 1957 133 2 2 0 137 2
1.1 Under Section 63 66 0 2 0 80 0
1.2 Under Section 68A 18 0 0 0 16 0
1.3 Others 49 2 0 0 41 2
2 Trade Marks Act, 1999 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0
3 Other SLL Offences 17 0 0 0 25 0
Total SLL Offences 150 2 2 0 162 2
Total Cyber Crimes (IT Act+IPC+SLL) 7950 171 624 9 4802 126
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TABLE 18.5 (Concluded)

Persons in Custody during the Stage of Persons on Bail during the Stage of
I\lsv.;. Crime Head Investigation at the End of the Year Investigation at the End of the Year
Male Female Male Female
(1) (2) (15) (16) (17) (18)
CRIME HEAD:
11T - Tampering Computer Source Documents 9 0 34 0
2 IT - Computer Related Offences 726 2 2964 50
2.1 Computer Related Offences-Under Section 66A 573 2 1999 15
2.2 Computer related Offences-Under Section 66B 6 0 43 0
2.3 Computer related Offences-Under Section 66C 90 0 606 29
2.4 Computer related Offences-Under Section 66D 37 0 258 2
2.5 Computer related Offences-Under Section 66E 20 0 58 4
3 IT - Cyber terrorism 2 0 0 0
41T - Publication/Transmission of Obscene/Sexually Explicit Content 53 0 252 10|
4.1 Under section 67A 53 0 247 10
4.2 Under section 67B 0 0 2 0
4.3 Under Section 67C 0 0 3 0
5 IT - Intentionally not Complying with the Order of Controller 1 0 1 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer System 0 0 0 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 0 0 0 0
11 IT - Breach of Confidentiality/Privacy 0 0 13 0
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 0 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0
14 IT - Create/Publish/Make Available Elec. Signature Certificate for Unlawful 0 0 ) 0
Purpose
15T - Others 39 0 192 4
Total Offences under IT Act 830 2 3458 64
1 IPC - Offences by Public Servant 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 0 0 2 0
3 IPC - Cheating 40 2 523 19
4 |PC - Forgery 12 0 28 1]
5 IPC - Data theft 1 0 15 0
6 IPC - Criminal Breach of Trust/Fraud 6 0 1272 0
6.1 IPC - Credit / Debit Card 4 0 3 0
6.2 IPC - Others 2 0 1269 0
7 IPC - Counterfeiting 0 0 5 0
7.11PC - Currency 0 0 5 0
7.2 IPC - Stamps 0 0 0 0
8 IPC - Others 40 0 311 24
Total Offences under IPC 99 2 2156 44
1 Copyright Act, 1957 3 0 58 0
1.1 Under Section 63 0 0 34 0
1.2 Under Section 68A 0 0 2 0
1.3 Others 3 0 22 0
2 Trade Marks Act, 1999 0 0 0 0
2.1 Under Section 102 0 0 0 0
2.2 Under Section 103 0 0 0 0
2.3 Under Section 104 0 0 0 0
2.4 Others 0 0 0 0
3 Other SLL Offences 1 0 20 0
Total SLL Offences 4 0 78 0
Total Cyber Crimes (IT Act+IPC+SLL) 933 4 5692 108
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TABLE 18.6

Disposal of Persons Arrested under Cyber Crimes (IT Act, IPC Crimes, SLL Crimes) by Courts During 2015

Persons in Custody during the | Persons on Bail during the
S. Stage of Trial at the Beginning | Stage of Trial at the Beginning ezl Nl.lmber.of Sy
No. Crime Head of the year e Trial During the Year
Male Female Male Female Male Female
(1) (2) (3) (4) (5) (6) (7) (8)
CRIME HEAD:
11T - Tampering Computer Source Documents 3 0 37 0 94 0
2 IT - Computer Related Offences 221 1 1995 50 4682 143
2.1 Computer Related Offences-Under Section 66A 175 0 1650 31 3848 112
2.2 Computer related Offences-Under Section 66B 9 0 40 0 97 1
2.3 Computer related Offences-Under Section 66C 17 1 154 13 374 21
2.4 Computer related Offences-Under Section 66D 17 0 110 6 281 8
2.5 Computer related Offences-Under Section 66E 3 0 41 0 82 1
3 IT - Cyber terrorism 0 0 0 0 1 0
4 1T - Publication/Transmission of Obscene/Sexually Explicit Content 31 1 422 8 953 15
4.1 Under section 67A 31 1 405 8 930 15
4.2 Under section 67B 0 0 12 0 18 0
4.3 Under Section 67C 0 0 5 0 5 0
5 IT - Intentionally not Complying with the Order of Controller 0 0 2 0 7 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 0 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer System 0 0 0 0 4 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 0 0 3 0 15 0
11 1T - Breach of Confidentiality/Privacy 0 0 7 0 13 0
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 5 0 7 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0
14 1T - Create/Publish/Make Available Elec. Signature Certificate for Unlawful 0 0 3 1 5 1
Purpose
15 IT - Others 37 2 292 6 679 10
Total Offences under IT Act 292 4 2766 65 6460 169
1 IPC - Offences by Public Servant 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 0 0 0 0 2 0
3 IPC - Cheating 30 1 530 17 990 29
4 |PC - Forgery 12 0 90 0 161 4
5 IPC - Data theft 2 0 8 1 135 4
6 IPC - Criminal Breach of Trust/Fraud 6 0 21 0 61 0
6.1 IPC - Credit / Debit Card 0 0 2 0 17 0
6.2 IPC - Others 6 0 19 0 44 0
7 IPC - Counterfeiting 1 0 24 0 35 0
7.11PC - Currency 1 0 24 0 35 0
7.2 IPC - Stamps 0 0 0 0 0 0
8 IPC - Others 75 1 795 23 1448 30,
Total Offences under IPC 126 2 1468 41 2832 67|
1 Copyright Act, 1957 25 0 724 1 886 3
1.1 Under Section 63 23 0 326 0 429 0
1.2 Under Section 68A 2 0 0 0 18 0
1.3 Others 0 0 398 1 439 3
2 Trade Marks Act, 1999 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0
3 Other SLL Offences 2 0 90 0 117 0
Total SLL Offences 27 (1] 814 1 1003 3
Total Cyber Crimes(IT Act + IPC +SLL) 445 6 5048 107 10295 239
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TABLE 18.6 (Continued)

Persons Against whom Cases | Persons Against whom Cases e LI cas‘.’s e

S. No. Crime Head were Compounded by Courts were Withdrawn were Compl::::j L

Male Female Male Female Male Female
(1) (2) (9) (10) (12) (12) (13) (14)
CRIME HEAD:

11T - Tampering Computer Source Documents 0 0 0 0 4 0
2 IT - Computer Related Offences 52 0 3 0 497 9
2.1 Computer Related Offences-Under Section 66A 47 0 3 0 394 6)
2.2 Computer related Offences-Under Section 66B 1 0 0 0 17 0
2.3 Computer related Offences-Under Section 66C 0 0 0 0 56 0
2.4 Computer related Offences-Under Section 66D 3 0 0 0 20 2
2.5 Computer related Offences-Under Section 66E 1 0 0 0 10 1
3 IT - Cyber terrorism 0 0 0 0 0 0
41T - Publication/Transmission of Obscene/Sexually Explicit Content 1 0 0 0 60 4
4.1 Under section 67A 1 0 0 0 58 4
4.2 Under section 67B 0 0 0 0 2 0
4.3 Under Section 67C 0 0 0 0 0 0
5 IT - Intentionally not Complying with the Order of Controller 0 0 0 0 0 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 0 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer System 0 0 0 0 0 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 0 0 0 0 0 0
11 IT - Breach of Confidentiality/Privacy 0 0 0 0 3 0
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 0 0 0 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0
14 1T - Create/Publish/Make Available Elec. Signature Certificate for Unlawful Purpose 0 0 0 0 0 0
15 IT - Others 5 0 3 0 55 2
Total Offences under IT Act 58 0 6 0 619 15
1 IPC - Offences by Public Servant 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 0 0 0 0 1 0
3 IPC - Cheating 5 0 0 0 26 0
4 |PC - Forgery 0 0 0 0 0 0
5 IPC - Data theft 0 0 0 0 1 0
6 IPC - Criminal Breach of Trust/Fraud 0 0 0 0 3 0
6.1 IPC - Credit / Debit Card 0 0 0 0 0 0
6.2 IPC - Others 0 0 0 0 3 0
7 IPC - Counterfeiting 0 0 0 0 7 0
7.11PC - Currency 0 0 0 0 7 0
7.2 IPC - Stamps 0 0 0 0 0 0
8 IPC - Others 4 0 4 0 39 1
Total Offences under IPC 9 0 4 0 77 1
1 Copyright Act, 1957 0 0 0 0 136 0
1.1 Under Section 63 0 0 0 0 73 0
1.2 Under Section 68A 0 0 0 0 14 0
1.3 Others 0 0 0 0 49 0
2 Trade Marks Act, 1999 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0
3 Other SLL Offences 0 0 0 0 0 0
Total SLL Offences 0 0 0 0 136 0
Total Cyber Crimes(IT Act + IPC +SLL) 67 0 10 0 832 16
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TABLE 18.6 (Continued)

S. Persons Convicted Persons Acquitted Persons Discharged by Court
No. Crime Head Male Female Male Female Male Female
(1) (2) (15) (16) (17) (18) (19) (20)
CRIME HEAD:
11T - Tampering Computer Source Documents 2 0 2 0 0 0
2 IT - Computer Related Offences 206 1 274 8 17 0
2.1 Computer Related Offences-Under Section 66A 179 0 200 6 15 0
2.2 Computer related Offences-Under Section 66B 3 0 14 0 0 0
2.3 Computer related Offences-Under Section 66C 18 0 38 0 0 0
2.4 Computer related Offences-Under Section 66D 2 0 17 2 1 0
2.5 Computer related Offences-Under Section 66E 4 1 5 0 1 0
3 IT - Cyber terrorism 0 0 0 0 0 0
4 1T - Publication/Transmission of Obscene/Sexually Explicit Content 21 0 33 1 6 3
4.1 Under section 67A 19 0 33 1 6 3
4.2 Under section 67B 2 0 0 0 0 0
4.3 Under Section 67C 0 0 0 0 0 0
5 IT - Intentionally not Complying with the Order of Controller 0 0 0 0 0 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0 0 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 0 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer System 0 0 0 0 0 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 0 0 0 0 0 0
11 IT - Breach of Confidentiality/Privacy 2 0 1 0 0 0
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 0 0 0 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0 0 0
14 IT - Create/Publish/Make Available Elec. Signature Certificate for Unlawful
Purpose . . . . . .
15T - Others 17 1 38 1 0 0
Total Offences under IT Act 248 2 348 10 23 3
1 IPC - Offences by Public Servant 0 0 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 1 0 0 0 0 0
3 IPC - Cheating 14 0 12 0 0 0
4 |PC - Forgery 0 0 0 0 0 0
5 IPC - Data theft 0 0 1 0 0 0
6 IPC - Criminal Breach of Trust/Fraud 0 0 3 0 0 0
6.1 IPC - Credit / Debit Card 0 0 0 0 0 0
6.2 IPC - Others 0 0 3 0 0 0
7 IPC - Counterfeiting 0 0 7 0 0 0
7.11PC - Currency 0 0 7 0 0 0
7.2 IPC - Stamps 0 0 0 0 0 0
8 IPC - Others 5 0 33 1 1 0
Total Offences under IPC 20 0 56 1 1 0
1 Copyright Act, 1957 32 0 104 0 0 0
1.1 Under Section 63 19 0 54 0 0 0
1.2 Under Section 68A 0 0 14 0 0 0
1.3 Others 13 0 36 0 0 0
2 Trade Marks Act, 1999 0 0 0 0 0 0
2.1 Under Section 102 0 0 0 0 0 0
2.2 Under Section 103 0 0 0 0 0 0
2.3 Under Section 104 0 0 0 0 0 0
2.4 Others 0 0 0 0 0 0
3 Other SLL Offences 0 0 0 0 0 0
Total SLL Offences 32 (1] 104 (1] (1] 0
Total Cyber Crimes(IT Act + IPC +SLL) 300 2 508 11 24 3
4
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TABLE 18.6 (Concluded)

Persons in Custody during the stage of Trial at | Persons on Bail During the stage of Trial at the
I\lsv.;. Crime Head the end of the year end of the year
Male Female Male Female
(1) (2) (21) (22) (23) (24)
CRIME HEAD:
11T - Tampering Computer Source Documents 13 0 77 0
2 IT - Computer Related Offences 737 50 3393 84
2.1 Computer Related Offences-Under Section 66A 605 48 2799 58]
2.2 Computer related Offences-Under Section 66B 20 0 59 1
2.3 Computer related Offences-Under Section 66C 46 2 272 19
2.4 Computer related Offences-Under Section 66D 62 0 196 6
2.5 Computer related Offences-Under Section 66E 4 0 67 0
3 IT - Cyber terrorism 0 0 1 0
41T - Publication/Transmission of Obscene/Sexually Explicit Content 139 1 753 10|
4.1 Under section 67A 135 1 736 10
4.2 Under section 67B 4 0 12 0
4.3 Under Section 67C 0 0 5 0
5 IT - Intentionally not Complying with the Order of Controller 4 0 3 0
6 IT - Failure to Provide or Monitor or Intercept or Decrypt Information 0 0 0 0
7 IT - Failure to Block Access any Information Hosted etc 0 0 0 0
8 IT - Not Providing Technical Assistance to Govt. to Enable Online Access 0 0 0 0
9 IT - Un-authorized Access/Attempt to Access to Protected Computer System 1 0 3 0
10 IT - Misrepresentation/suppression of Fact for Obtaining License etc 1 0 14 0
11 IT - Breach of Confidentiality/Privacy 1 0 9 0
12 IT - Disclosure of Information in Breach of Lawful Contract 0 0 7 0
13 IT - Publishing /Making Available False Elect. Signature Certificate 0 0 0 0
14 IT - Create/Publish/Make Available Elec. Signature Certificate for Unlawful 0 0 5 1
Purpose
15T - Others 47 1 569 7
Total Offences under IT Act 943 52 4834 102
1 IPC - Offences by Public Servant 0 0 0 0
2 IPC - Fabrication/Destruction of electronic records for evidence 1 0 0 0
3 IPC - Cheating 112 1 847 28|
4 |PC - Forgery 26 0 135 4
5 IPC - Data theft 122 0 12 4
6 IPC - Criminal Breach of Trust/Fraud 16 0 42 0
6.1 IPC - Credit / Debit Card 12 0 5 0
6.2 IPC - Others 4 0 37 0
7 IPC - Counterfeiting 1 0 27 0
7.11PC - Currency 1 0 27 0
7.2 IPC - Stamps 0 0 0 0
8 IPC - Others 115 3 1286 26|
Total Offences under IPC 393 4 2349 62
1 Copyright Act, 1957 224 2 526 1
1.1 Under Section 63 38 0 318 0
1.2 Under Section 68A 2 0 2 0
1.3 Others 184 2 206 1
2 Trade Marks Act, 1999 0 0 0 0
2.1 Under Section 102 0 0 0 0
2.2 Under Section 103 0 0 0 0
2.3 Under Section 104 0 0 0 0
2.4 Others 0 0 0 0
3 Other SLL Offences 14 0 103 0
Total SLL Offences 238 2 629 1
Total Cyber Crimes(IT Act + IPC +SLL) 1574 58 7812 165|
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TABLE 18.7

Motive-wise Cases Reported under Cyber Crimes During 2015

Personal Em?tion_al Prank /
S. Revenge / Motives like (.ireed./ . Causing | Satisfaction [Fraud/lllegal Insult to
No. State/UT Settling Anger, Flnan.ual Extortion Disrepute | of Gaining Gain Modesty of
Scores Revenge, Gain Control Women
etc.
(1) (2) 3) (4) (5) (6) (7) (8) (9) (10)
STATES:
1 Andhra Pradesh 17 11 66 1 3 1 98 38
2 Arunachal Pradesh 0 0 0 0 2 0 0 0
3 Assam 34 31 18 18 0 2 155 66
4 Bihar 44 36 123 0 0 0 14 0
5 Chhattisgarh 7 10 0 23 0 1 25
6 Goa 0 4 0 2 2 1
7 Gujarat 1 163 0 31 3 6 3
8 Haryana 2 0 20 1 0 0 35 5
9 Himachal Pradesh 0 13 0 0 0 3 4
10 Jammu & Kashmir 0 10 0 0 0 3
11 Jharkhand 2 0 76 4 5 34 0
12 Karnataka 19 21 894 16 74 0 74 39
13 Kerala 34 46 3 22 0 31 33
14 Madhya Pradesh 6 3 16 17 4 15 42
15 Maharashtra 21 18 682 17 35 1 354 234
16 Manipur 0 0 0 0 0 2 0
17 Meghalaya 4 1 4 0 9 12
18 Mizoram 0 0 3 0 0 1
19 Nagaland 0 0 0 0 0 0
20 Odisha 11 8 63 10 0 0 2 6
21 Punjab 6 6 17 1 6 3 11 14
22 Rajasthan 15 23 287 36 34 7 31
23 Sikkim 0 0 0 0 0 0 1
24 Tamil Nadu 14 1 16 2 0 22 2
25 Telangana 0 148 0 0 15 13
26 Tripura 0 0 0 0 0 5
27 Uttar Pradesh 29 34 1154 171 112 186 95
28 Uttarakhand 0 0 1 0 1 0 15
29 West Bengal 25 3 17 7 2 0 68 42
TOTAL STATE(S) 288 221 3836 293 380 214 1097 589
UNION TERRITORIES:
30 A & N lslands 0 0 4 0 0 0 2 0
31 Chandigarh 16 0 8 2 4 0 7 0
32 D&N Haveli 0 0 0 0 0 0 0 0
33 Daman & Diu 0 0 0 0 0 0 0 0
34 Delhi UT 0 2 7 0 3 0 13 17
35 Lakshadweep 0 0 0 0 0 0 0 0
36 Puducherry 0 0 0 0 0 0 0
TOTAL UT(S) 16 2 19 2 7 0 22 17
TOTAL ALL INDIA 304 223 3855 295 387 214 1119 606
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TABLE 18.7 (Continued)
Motive-wise Cases Reported under Cyber Crimes During 2015

N Incitipg Hate Incitipg Hate . ‘ Sale/ PO e
S. Sexual Political Crimes Crimes  |Disrupt Public| Purchase of
No. Sef) U Exploitation Motives Against Against Services lllegal . own
Community Country Drugs/Items Brsipesdlnte=s
(1) (2) (11) (12) (13) (14) (15) (16) (17)
STATES:
1 Andhra Pradesh 14 6 1 0 9 0 9
2 Arunachal Pradesh 0 0 0 0 0 0 0
3 Assam 61 0 0 0 0 0 0
4 Bihar 0 0 0 0 0 0 0
5 Chhattisgarh 10 0 0 0 0 0 0
6 Goa 0 0 0 1 0 0
7 Gujarat 1 8 0 1 0 6
8 Haryana 17 0 0 0 1 1 0
9 Himachal Pradesh 0 0 0 0 0 0 5
10 Jammu & Kashmir 0 1 4 0 0 0
11 Jharkhand 0 0 0 1 0 34
12 Karnataka 34 8 14 3 7 3 21
13 Kerala 32 12 0 0 0 0
14 Madhya Pradesh 3 1 2 0 0 0 2
15 Maharashtra 113 5 39 0 2 4 17
16 Manipur 0 0 1 0 0 0 0
17 Meghalaya 5 0 0 0 0 0 0
18 Mizoram 0 0 0 0 0 0 0
19 Nagaland 0 0 0 0 0 0 0
20 Odisha 4 0 0 0 0 0 0
21 Punjab 10 0 5 1 0 0 2
22 Rajasthan 33 0 13 0 0 5 2
23 Sikkim 0 0 0 0 0 0 0
24 Tamil Nadu 24 1 2 2 2 1 11
25 Telangana 11 0 0 2 0 3
26 Tripura 1 0 0 0 0
27 Uttar Pradesh 139 9 115 2 2 0 30
28 Uttarakhand 12 0 1 0 0 0 0
29 West Bengal 21 1 1 0 0 0 13
TOTAL STATE(S) 558 a4 203 12 28 14 156
UNION TERRITORIES:
30 A & N lslands 0 0 0 0 0 0 0
31 Chandigarh 9 0 0 0 0 0 0
32 D&N Haveli 0 0 0 0 0 0 0
33 Daman & Diu 0 1 0 0 0 0 0
34 Delhi UT 21 2 2 0 5 0 14
35 Lakshadweep 0 0 0 0 0 0 0
36 Puducherry 0 0 0 0 0 0
TOTAL UT(S) 30 3 2 0 5 0 14
TOTAL ALL INDIA 588 47 205 12 33 14 170
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TABLE 18.7
Motive-wise Cases Reported under Cyber Crimes During 2015 (Concluded)

. Serit.)us. Steal .
vof ST i, | Mformation for | I | others | (o
perversion, etc. Espionage

(1) (2) (18) (19) (20) (21) (22) (23)
STATES:
1 Andhra Pradesh 98 0 0 68 96 536
2 Arunachal Pradesh 0 0 0 0 4 6
3 Assam 0 0 0 16 82 483
4 Bihar 0 0 0 10 15 242
5 Chhattisgarh 0 0 0 0 25 103
6 Goa 0 0 0 0 4 17
7 Gujarat 0 0 0 1 10 242
8 Haryana 1 1 1 8 131 224
9 Himachal Pradesh 1 0 0 0 23 50
10 Jammu & Kashmir 0 0 0 1 12 34
11 Jharkhand 0 4 0 9 8 180
12 Karnataka 6 0 7 34 173 1447
13 Kerala 3 0 0 11 57 290
14 Madhya Pradesh 0 0 0 1 114 231
15 Maharashtra 1 6 5 16 625 2195
16 Manipur 0 0 0 0 3 6
17 Meghalaya 0 0 0 4 12 56
18 Mizoram 0 0 0 0 3 8
19 Nagaland 0 0 0 0 0 0
20 Odisha 0 0 2 9 271 386
21 Punjab 8 0 0 12 47 149
22 Rajasthan 2 0 0 9 451 949
23 Sikkim 0 0 0 0 1
24 Tamil Nadu 0 1 3 9 26 142
25 Telangana 0 0 0 16 474 687
26 Tripura 1 0 0 0 4 13
27 Uttar Pradesh 59 0 1 41 27 2208
28 Uttarakhand 0 0 0 0 17 48
29 West Bengal 5 0 0 14 179 398

TOTAL STATE(S) 185 12 19 289 2893 11331
UNION TERRITORIES:
30 A & N lslands 0 0 0 0 0 6
31 Chandigarh 0 0 0 0 31 77
32 D&N Haveli 0 0 0 0 0
33 Daman & Diu 0 0 0 0 1
34 Delhi UT 0 0 3 4 84 177
35 Lakshadweep 0 0 0 0 0 0
36 Puducherry 0 0 0 0 0 0

TOTAL UT(S) 0 0 3 4 115 261

TOTAL ALL INDIA 185 12 22 293 3008 11592
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TABLE 18.8

Profile of Persons Arrested or Accused in Connection with Cyber Crime During 2015

Foreign National Indian National
S. i i
No. State/UT I\Il::triec:ﬁgl Sexual Freak s/ Cybe.r Others I\::t(::)annal ;:151;'::::{1 Busine.s >
(Total) Hacker Terrorist (Total) Employee Competitor

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10)
STATES:
1 Andhra Pradesh 0 0 0 0 0 522 9 9
2 Arunachal Pradesh 0 0 0 0 0 4
3 Assam 0 0 0 0 0 457 6 24
4 Bihar 0 0 0 0 0 1567 35 1278
5 Chhattisgarh 1 0 1 0 0 98 0 1
6 Goa 0 0 0 0 0 5 1 0
7 Gujarat 1 0 0 0 1 271 41
8 Haryana 2 0 0 0 2 203 13 16
9 Himachal Pradesh 0 0 0 0 0 38 0 4
10 Jammu & Kashmir 0 0 0 0 0 12
11 Jharkhand 0 0 0 0 0 172 0 0
12 Karnataka 0 0 0 0 0 293 20 33
13 Kerala 0 0 0 0 0 191 26 28
14 Madhya Pradesh 0 0 0 0 0 230 1 2
15 Maharashtra 0 0 0 0 0 825 19 14
16 Manipur 0 0 0 0 0 0 0 0
17 Meghalaya 0 0 0 0 0 20 0 0
18 Mizoram 0 0 0 0 0 18 0 0
19 Nagaland 0 0 0 0 0 0 0 0
20 Odisha 0 0 0 0 0 110 5 9
21 Punjab 0 0 0 0 0 136 0 0
22 Rajasthan 0 0 0 0 0 295 2 6
23 Sikkim 0 0 0 0 0 1 0 0
24 Tamil Nadu 0 0 0 0 0 125 26 20
25 Telangana 0 0 0 0 0 430 60 17
26 Tripura 0 0 0 0 0 8 0 1
27 Uttar Pradesh 0 0 0 0 0 1699 21 85
28 Uttarakhand 0 0 0 0 0 23 0 0
29 West Bengal 0 0 0 0 0 287 1 2

TOTAL STATE(S) 4 0 1 0 3 8040 246 1590
UNION TERRITORIES:
30 A & N Islands 0 0 0 0 0 2 0 0
31 Chandigarh 0 0 0 0 0 22 0 4
32 D&N Haveli 0 0 0 0 0 0 0 0
33 Daman & Diu 0 0 0 0 0 0 0
34 Delhi UT 0 0 0 0 0 53 3 0
35 Lakshadweep 0 0 0 0 0 0 0 0
36 Puducherry 0 0 0 0 0 0 0 0

TOTAL UT(S) 0 0 0 0 0 77 3 4

TOTAL ALL INDIA 4 0 1 0 3 8117 249 1594

Col. 3 = Col. 4+ Col. 5+ Col. 6 + Col. 7;

Col. 8 =Col. 9+ Col. 10 + Col. 11 + Coi. 12 + Col. 13 + Col. 14 + Col. 15 + Col. 16 + Col. 17 + Col. 18 + Col. 19
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TABLE 18.8 (Concluded)

Indian National
S. Neighbours/| Persons with P::zfr:f:::: | .. . . Total
No. State/UT Friends & Sexual Student|Psychological Cybe.r geek/ PoliticallReligious Others Persons
Relatives Freak Disorder Terrorist Hacker Person | Person Arrested
/Cracker

(1) (2) (11) (12) | (13) (14) (15) (16) (17) (18) (19) (20)
STATES:
1 Andhra Pradesh 99 9 156 0 0 65 0 3 172 522
2 Arunachal Pradesh 0 0 0 0 0 0 0 0 4 4
3 Assam 173 78 48 0 9 17 0 0 102 457
4 Bihar 95 42 0 0 50 0 0 66 1567
5 Chhattisgarh 13 3 5 0 0 0 0 67 99
6 Goa 3 0 0 0 0 0 0 1 5
7 Gujarat 49 21 12 3 0 18 0 1 125 272
8 Haryana 10 26 1 1 1 3 120 205
9 Himachal Pradesh 1 0 0 0 1 30 38
10 Jammu & Kashmir 0 0 0 0 0 0 10 12
11 Jharkhand 36 47 25 0 46 0 0 10 172
12 Karnataka 33 11 9 1 0 2 0 4 180 293
13 Kerala 41 6 10 0 0 14 2 0 64 191
14 Madhya Pradesh 49 11 23 0 8 0 1 5 130 230
15 Maharashtra 169 103 40 0 0 34 7 42 397 825
16 Manipur 0 0 0 0 0 0 0 0 0 0
17 Meghalaya 3 0 7 0 0 7 0 0 3 20
18 Mizoram 7 0 0 0 0 0 0 0 11 18
19 Nagaland 0 0 0 0 0 0 0 0 0 0
20 Odisha 4 0 0 0 0 7 0 0 85 110
21 Punjab 27 34 24 0 0 1 0 0 50 136
22 Rajasthan 31 3 16 1 0 14 0 3 219 295
23 Sikkim 0 0 0 0 0 0 1 1
24 Tamil Nadu 30 2 1 0 8 2 1 29 125
25 Telangana 43 14 20 1 21 15 0 1 238 430
26 Tripura 1 0 4 0 0 0 0 0 2 8
27 Uttar Pradesh 289 48 318 30 12 755 5 79 57 1699
28 Uttarakhand 0 6 0 0 7 0 0 10 23
29 West Bengal 7 12 4 16 0 0 245 287

TOTAL STATE(S) 1188 413 812 68 51 1083 18 143 2428 8044
UNION TERRITORIES:
30 A & N lslands 1 0 0 0 0 1 0 0 0 2
31 Chandigarh 6 0 2 0 0 7 0 0 3 22
32 D&N Haveli 0 0 0 0 0 0 0 0 0 0
33 Daman & Diu 0 0 0 0 0 0 0 0 0 0
34 Delhi UT 0 2 0 1 0 4 0 0 43 53
35 Lakshadweep 0 0 0 0 0 0 0 0 0 0
36 Puducherry 0 0 0 0 0 0 0 0

TOTAL UT(S) 7 2 2 1 0 12 0 0 46 77

TOTAL ALL INDIA 1195 415 814 69 51 1095 18 143 2474 8121

Col. 20 = Col. 3+ Col. 8
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